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CVE-2022-28705

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

essannncurrnumsuenay — Gertain versions of Big-ip Access Policy Manager from F5 contain the
' following vulnerability:

On F5 BIG-IP 16.1.x versions prior to 16.1.2.2, 15.1.x versions prior to
15.1.5.1, 14.1.x versions prior to 14.1.4.6, and 13.1.x versions prior to
13.1.5, on platforms with an ePVA and the pva.fwdaccel BigDB
variable enabled, undisclosed requests to a virtual server with a FastL4
profile that has ePVA acceleration enabled can cause the Traffic
Management Microkernel (TMM) process to terminate. Note: Software versions which have
reached End of Technical Support (EoTS) are not evaluated

CVE-2022-28705 has been assigned by (® f5sirt@f5.com to track the vulnerability - currently rated as I severity.

CVSS3 Score: 7.5-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) [INONE |

CVE References

Description Tags Link

L] FAANMNON e el L e [l | I/ EAAN AN A AT


https://cve.report/
https://cve.report/CVE-2022-28705/mitre
https://cve.report/CVE-2022-28705/nist
https://cve.report/CVE-2022-28705/cve_org
https://cve.report/CVE-2022-28705.pdf
http://cve.report/software/f5/big-ip_access_policy_manager
http://cve.report/vendor/f5
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

376615 F5 BIG-IP Application Security Manager (ASM), Local Traffic Manager (LTM), Access Policy Manager (APM) Denial of Service (DoS)
Vulnerability (K52340447)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 13.1.0 All All All
Application F5 Big-ip Access Policy Manager 13.1.1 All All All
Application F5 Big-ip Access Policy Manager 13.1.3 All All All
Application F5 Big-ip Access Policy Manager 13.1.4 All All All
Application F5 Big-ip Access Policy Manager 13.1.5 All All All
Application F5 Big-ip Access Policy Manager 14.1.0 All All All
Application F5 Big-ip Access Policy Manager 14.1.2 All All All
Application F5 Big-ip Access Policy Manager 14.1.3 All All All
Application F5 Big-ip Access Policy Manager 14.1.4 All All All
Application F5 Big-ip Access Policy Manager 15.1.0 All All All
Application F5 Big-ip Access Policy Manager 15.1.1 All All All
Application F5 Big-ip Access Policy Manager 15.1.2 All All All
Application F5 Big-ip Access Policy Manager 15.1.3 All All All
Application F5 Big-ip Access Policy Manager 15.1.4 All All All
Application F5 Big-ip Access Policy Manager 15.1.5 All All All
Application F5 Big-ip Access Policy Manager 16.1.0 All All All
Application F5 Big-ip Access Policy Manager 16.1.1 All All All
Application F5 Big-ip Access Policy Manager 16.1.2 All All All
Application F5 Big-ip Access Policy Manager 17.0.0 All All All
Application F5 Big-ip Advanced Firewall Manager 13.1.0 All All All
Application F5 Big-ip Advanced Firewall Manager 13.1.1 All All All
Application F5 Big-ip Advanced Firewall Manager 13.1.3 All All All
Application F5 Big-ip Advanced Firewall Manager 13.1.4 All All All
Application F5 Big-ip Advanced Firewall Manager 13.15 All All All
Application F5 Big-ip Advanced Firewall Manager 14.1.0 All All All
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16.1.2
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Application
Application
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Application
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Big-ip Policy Enforcement Manager
Big-ip Policy Enforcement Manager
Big-ip Policy Enforcement Manager
Big-ip Policy Enforcement Manager
Big-ip Policy Enforcement Manager

Big-ip Policy Enforcement Manager

cpe:2.3:a:f5:big-ip_access_policy_manager:13.1.0:" %"

AkLk kKL kKK,

cpe:2.3:a:f5:big-ip_access_policy_manager:13.1.1:%:* """

R R

cpe:2.3:a:f5:big-ip_access_policy_manager:13.1.3:% """

cpe:2.3:a:f5:big-ip_access_policy_manager:13.1.4:*:*:***:*:*:

akLk Lk kKKK,

cpe:2.3:a:f5:big-ip_access_policy_manager:13.1.5:% " *:*:

cpe:2.3:a:f5:big-ip_access_policy_manager:14.1.0:*:*:***:*:*:

akLk kKKK Lk,

cpe:2.3:a:f5:big-ip_access_policy_manager:14.1.2:*:*:***:*:*:

cpe:2.3:a:f5:big-ip_access_policy_manager:14.1.3: " "

cpe:2.3:a:f5:big-ip_access_policy_manager:14.1.4: "

akak kKKK Lk,

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.0:*:*:***:*:*:

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.1:*****:*:*:

Kk kKK kK,

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.2:*:*:**:*:*:*:

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.3:* """

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.4:** "%

Kk kKK kK,

cpe:2.3:a:f5:big-ip_access_policy_manager:15.1.5:*****

cpe:2.3:a:f5:big-ip_access_policy_manager:16.1.0:*:*:**:**:*:

Kk kKK kK,

cpe:2.3:a:f5:big-ip_access_policy_manager:16.1.1:*:*** "

cpe:2.3:a:f5:big-ip_access_policy_manager:16.1.2:*:*:**:**:*:

Kk kKK kK,

cpe:2.3:a:f5:big-ip_access_policy_manager:17.0.0:*:**:*:**:*:

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:13.1.0

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:13.1.1

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:13.1.3

cne? 3-a-fh-hin-in advanced firewall manaager:13 1 4-*-*-*-xxoxx.

Skak ok akakakak.

Sk ok akakakakak.

dkak ok akakakak,

15.1.3

15.1.4
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B B T L R TR

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:13.1.5:*:%:":*

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:14.1.0:*:*: """

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:14.1.2:*:*: """

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:14.1.3:*:*: """

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:14.1.4:*:* """

dkakakakakakak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.0:*:%:":*

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.1:*:%:* %

Skkakakkakak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.2:*:*:*:*

Skuk ok ukkakuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.3:*:*:*:*

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.4:*:*:*:*:*

Skuk Kk k ok akak.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:15.1.5:%:*:* "

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:16.1.0:*:*:*:*:*:

Skk ok k ok akuk.

cpe:2.3:a:f5:big-ip_advanced_firewall_manager:16.1.1:*:*:*:
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:16.1.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_advanced_firewall_manager:17.0.0:*:*:*:**:*::
cpe:2.3:a:f5:big-ip_analytics:13.1.0: %"
cpe:2.3:a:f5:big-ip_analytics:13.1.1: % %
cpe:2.3:a:f5:big-ip_analytics:13.1.3:* " ™
cpe:2.3:a:f5:big-ip_analytics:13.1.4: " ™
cpe:2.3:a:f5:big-ip_analytics:13.1.5: ™
cpe:2.3:a:f5:big-ip_analytics:14.1.0:*: "
cpe:2.3:a:f5:big-ip_analytics:14.1.2:*: "
cpe:2.3:a:f5:big-ip_analytics:14.1.3: "
cpe:2.3:a:f5:big-ip_analytics:14.1.4:*
cpe:2.3:a:f5:big-ip_analytics:15.1.0:* " *:
cpe:2.3:a:f5:big-ip_analytics:15.1. 1% "

cpe:2.3:a:f5:big-ip_analytics:15.1.2:*: %" "

cpe:2.3:a:f5:big-ip_analytics:15.1.3:*: %" *:*:*:



cpe:2.3:a:f5:big-ip_analytics:15.1.4:":* " ™

cpe:2.3:a:f5:big-ip_analytics:15.1.5:" "™

cpe:2.3:a:f5:big-ip_analytics:16.1.0:":*: "™

cpe:2.3:a:f5:big-ip_analytics:16.1.1:":: " ™

cpe:2.3:a:f5:big-ip_analytics:16.1.2:*:: " ™

cpe:2.3:a:f5:big-ip_analytics:17.0.0:":*: " ™

dkkakokakakok.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.0:*:":*:**:*::

cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.1:%:*:*:*

O

cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.3:%:*:* "

dkkakokakakuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.4:*:**:***:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:13.1.5:%:**:*:*:*:*:

dkk Lk okakakk,

cpe:2.3:a:f5:big-ip_application_acceleration_manager:14.1.0:*:*:*:***:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:14.1.2:*: "

dkak Lk ok ok akuk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:14.1.3:*:*:*:**:*:*:

dkak kKR akk.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:14.1.4:*:**:***:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.0:*:*:*:*:*:*:*:

akak kR Rk k.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.1:*:*****:*:

cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.2:*: "

dkak kR Rk k.

cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.3: "
cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.4:* "
cpe:2.3:a:f5:big-ip_application_acceleration_manager:15.1.5:* "
cpe:2.3:a:f5:big-ip_application_acceleration_manager:16.1.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:16.1.1:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:16.1.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_acceleration_manager:17.0.0:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_application_security_manager:13.1.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_application_security_manager:13.1.1: 7 %%

cpe:2.3:a:f5:big-ip_application_security_manager:13.1.3:*:*:*:**:*:*:



Cpe:z.3:a:10:pIg-Ip_applicaton_security_manager:1g. 1.4l

cpe:2.3:a:f5:big-ip_application_security_manager:13.1.5:* "™

cpe:2.3:a:f5:big-ip_application_security_manager:14.1.0:*:*: """

cpe:2.3:a:f5:big-ip_application_security_manager:14.1.2:*:*: """

cpe:2.3:a:f5:big-ip_application_security_manager:14.1.3:* """

dkukakkakakak.

cpe:2.3:a:f5:big-ip_application_security_manager:14.1.4:*:*:*:***:*:

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.0:*:*:*:***::

dkukakkakakak.

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.1:%:*:**

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.2:*:*:* "

dkkak ok akakak.

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.3:*:**:***:*:

dk Lk akkkakak.

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.4:*:**:***:*:

cpe:2.3:a:f5:big-ip_application_security_manager:15.1.5:%:**:**:*:*:

dk Rk Lk akakak.

cpe:2.3:a:f5:big-ip_application_security_manager:16.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_application_security_manager:16.1.1:*: " "™

dk Lk k ok akakuk.

cpe:2.3:a:f5:big-ip_application_security_manager:16.1.2:*:*:*:*:*:*:*:

dk Lk k kR akak.

cpe:2.3:a:f5:big-ip_application_security_manager:17.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_domain_name_system:13.1.0:": " ™

dkakak ok akakk,

cpe:2.3:a:f5:big-ip_domain_name_system:13.1.1:*:**

cpe:2.3:a:f5:big-ip_domain_name_system:13.1.3:* " "

Akak kKR kK.

cpe:2.3:a:f5:big-ip_domain_name_system:13.1.4:*:* "

ARk koK kR k.

cpe:2.3:a:f5:big-ip_domain_name_system:13.1.5:* "

cpe:2.3:a:f5:big-ip_domain_name_system:14.1.0:* " "

ARk koK ok Rk,

cpe:2.3:a:f5:big-ip_domain_name_system:14.1.2:*:* " :*:

cpe:2.3:a:f5:big-ip_domain_name_system:14.1.3: " "

ARk koK kR k.

cpe:2.3:a:f5:big-ip_domain_name_system:14.1.4: " **:*:

dkak koK ok Rk,

cpe:2.3:a:f5:big-ip_domain_name_system:15.1.0:*:*:*:**:*:*:

akak koK kR k.

cpe:2.3:a:f5:big-ip_domain_name_system:15.1.1:* "%

cpe:2.3:a:f5:big-ip_domain_name_system:15.1.2:*:**:***:*:

cpe:2.3:a:f5:big-ip_domain_name_system:15.1.3: " **:*:



cpe:2.3:a:f5:big-ip_domain_name_system:15.1.4:* """

cpe:2.3:a:f5:big-ip_domain_name_system:15.1.5:% "%

cpe:2.3:a:f5:big-ip_domain_name_system:16.1.0:*:*: """

cpe:2.3:a:f5:big-ip_domain_name_system:16.1.1:"* "™

cpe:2.3:a:f5:big-ip_domain_name_system:16.1.2:*:*: """

akLkLk ok kakk,

cpe:2.3:a:f5:big-ip_domain_name_system:17.0.0:%:":* %

cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.0:%:":*

akLkLk kKKK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.1:%:* %

cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.3:%:* "%

cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.4:%:* "%

ARk Lk kKKK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:13.1.5:%:* "

cpe:2.3:a:f5:big-ip_fraud_protection_service:14.1.0:*:* "

akLkk kLR LRk,

cpe:2.3:a:f5:big-ip_fraud_protection_service:14.1.2:%:*:****::

cpe:2.3:a:f5:big-ip_fraud_protection_service:14.1.3:*: """

AKakLak kLK kK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:14.1.4:%:*:****::

Akakak kKKK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1.0:*:*:***:*:*:

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1. 1 "

aKakak kKR ok,

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1.2:**: "

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1.3:*:* "

ARk ak kKR k.

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1.4:**:***:*:*:

Akak kKR kK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:15.1.5:**:***:*:*:

cpe:2.3:a:f5:big-ip_fraud_protection_service:16.1.0:*:*: "%

KKk oKk kK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:16.1.1:**: "%

cpe:2.3:a:f5:big-ip_fraud_protection_service:16.1.2:*:*:***:*:*:

ARk ak kR kK,

cpe:2.3:a:f5:big-ip_fraud_protection_service:17.0.0:*:*: "%

dk kKR kR k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:13.1.0:* " :*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:13.1.1:* 7 :*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:13.1.3::****:*:*:



cpe:2.3:a:f5:big-ip_global_traffic_manager:13.1.4:* " "

cpe:2.3:a:f5:big-ip_global_traffic_manager:13.1.5:% " ™

cpe:2.3:a:f5:big-ip_global_traffic_manager:14.1.0:* " ™

cpe:2.3:a:f5:big-ip_global_traffic_manager:14.1.2:* " "

cpe:2.3:a:f5:big-ip_global_traffic_manager:14.1.3:** " "

cpe:2.3:a:f5:big-ip_global_traffic_manager:14.1.4:*:** " "

akukak ok akakk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.1:*:*:* "

akkak ok kakk,

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.4:*:*:*:***:*:

dkLk kKR Lk k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:15.1.5:*:*:*:***:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:16.1.0:*:*:*:*:*:*:*:

dkak kR Rk k.

cpe:2.3:a:f5:big-ip_global_traffic_manager:16.1.1:*:*:*:*:**:*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:16.1.2:*:* " :*:

cpe:2.3:a:f5:big-ip_global_traffic_manager:17.0.0:*: " ™

dkak kR Lk akak.

cpe:2.3:a:f5:big-ip_link_controller:13.1.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_link_controller:13.1.1: ™

LRk kR ok akak.

cpe:2.3:a:f5:big-ip_link_controller:13.1.3: " *:*:

cpe:2.3:a:f5:big-ip_link_controller:13.1.4: "

dkak kR ok akak,

cpe:2.3:a:f5:big-ip_link_controller:13.1.5:*:**:**:*:*:

cpe:2.3:a:f5:big-ip_link_controller:14.1.0::*:*:***:*:
cpe:2.3:a:f5:big-ip_link_controller:14.1.2:*:*:*:*:*:*:*:
cpe:2.3:a:f5:big-ip_link_controller:14.1.3:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_link_controller:14.1.4:*:**:***:*:
cpe:2.3:a:f5:big-ip_link_controller:15.1.0:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_link_controller:15.1.1:*:*:*:***:*:
cpe:2.3:a:f5:big-ip_link_controller:15.1.2:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_link_controller:15.1.3:*:*:*:**:*:*:



cpe:2.3:a:f5:big-ip_link_controller:15.1.4:*:*: "™

cpe:2.3:a:f5:big-ip_link_controller:15.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:16.1.0:*:*:":*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:16.1.1: " "™

cpe:2.3:a:f5:big-ip_link_controller:16.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:f5:big-ip_link_controller:17.0.0:*:*:*:*:*:*::

ak kLKL LK LKLk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.0:":* %"

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.1:%:* "

ak kLKL LK LKLk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.3:":* "

kKK kKKK,

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.4:*:*****:*:

cpe:2.3:a:f5:big-ip_local_traffic_manager:13.1.5:%:* "

ARk kKK LKLk,

cpe:2.3:a:f5:big-ip_local_traffic_manager:14.1.0:*:* "

cpe:2.3:a:f5:big-ip_local_traffic_manager:14.1.2:*: "

kKK kKKK,

cpe:2.3:a:f5:big-ip_local_traffic_manager:14.1.3:*:***:*:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:14.1.4:*:*****:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.0:*:**:**:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.1:*:* %
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.2:**:*:***:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.3: "
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.4:: "
cpe:2.3:a:f5:big-ip_local_traffic_manager:15.1.5: "
cpe:2.3:a:f5:big-ip_local_traffic_manager:16.1.0::*:***:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:16.1.1:*:*:***:**:
cpe:2.3:a:f5:big-ip_local_traffic_manager:16.1.2:*:*:*:**:*:*:
cpe:2.3:a:f5:big-ip_local_traffic_manager:17.0.0::*:***:*:*:

dk kR ok ak Rk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.0:*:*:*:**:*:*:

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.1:* "%

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.3:*:*:*:*:*:*:*:



cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.4:* " "

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:13.1.5:* "%

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:14.1.0:* " %"

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:14.1.2:* " "

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:14.1.3:*:: " ™

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:14.1.4:*:**:" %"

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.0:%:":*:**:

akukak ok kakok,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.1:%:*:*:*

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.2:%:*:*

akkuk ok kakk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.3:%:*:*

akak Lk ok Lk akk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.4:*:**:***::

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:15.1.5:%:*:*

dkakk ok akakk,

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:16.1.0:*:*:*:***:*:

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:16.1.1:*:*: " ™

ARk kR kR k.

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:16.1.2:%:*:*:*:*:*:*:

ARk kR kLR k.

cpe:2.3:a:f5:big-ip_policy_enforcement_manager:17.0.0:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@CVEreport CVE-2022-28705 : On F5 BIG-IP 16.1.x versions prior to 16.1.2.2, 15.1.x versions prior to 15.1.5.1,  2022-05-05

14.1.x versions... twitter.com/i/web/status/1... 17:17:44

@vuldb [Vuln] The severity is increased for this new vulnerability affecting F5 BIG-IP (CVE-2022-28705) 2022-05-06
vuldb.com/?id. 199094 05:08:45

@ /rinetcve CVE-2022-28705 2022-05-05
17:38:47

(&) MS-ISAC CYBERSECURITY ADVISORY - Multiple Vulnerabilities in F5Networks Products Could 2022-05-06
/r/k12cybersecurity  Allow for Arbitrary Code Execution - PATCH: NOW 14:11:01

(&) UPDATED MS-ISAC CYBERSECURITY ADVISORY - Multiple Vulnerabilities in F5Networks 2022-05-09
/r/k12cybersecurity Products Could Allow for Arbitrary Code Execution - PATCH: NOW 13:34:10

(&) UPDATED MS-ISAC CYBERSECURITY ADVISORY - Multiple Vulnerabilities in F5Networks 2022-05-11
/r/k12cybersecurity  Products Could Allow for Arbitrary Code Execution - PATCH: NOW 16:42:45

« Previous ID Next ID—


https://twitter.com/i/web/status/1522264295450587136
https://vuldb.com/?id.199094
https://www.reddit.com/r/netcve/comments/uj2rwy/cve202228705/
https://www.reddit.com/r/k12cybersecurity/comments/ujockv/msisac_cybersecurity_advisory_multiple/
https://www.reddit.com/r/k12cybersecurity/comments/ulrdi2/updated_msisac_cybersecurity_advisory_multiple/
https://www.reddit.com/r/k12cybersecurity/comments/une4e0/updated_msisac_cybersecurity_advisory_multiple/
https://cve.report/CVE-2022-28704
https://cve.report/CVE-2022-28706
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