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Summary

CVE CVE-2022-28717

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 15:15:00 UTC

Updated 2022-06-02 15:07:00 UTC

Description Cross-site scripting vulnerability in Rebooter(WATCH BOOT nino RPC-M2C [End of Sale] all firmware versions, WATCH BOOT light RPC-M5C [End of Sale] all firmware versions, WATCH BOOT L-zero RPC-M4L [End of Sale] all firmware versions, WATCH BOOT mini RPC-M4H [End of Sale] all firmware versions, WATCH BOOT nino RPC-M2CS firmware version 1.00A to 1.00D, WATCH BOOT light RPC-M5CS firmware version 1.00A to 1.00D, WATCH BOOT L-zero RPC-M4LS firmware version 1.00A to 1.20A, and Signage Rebooter RPC-M4HSi firmware version 1.00A), PoE Rebooter(PoE BOOT nino PoE8M2 firmware version 1.00A to 1.20A), Scheduler(TIME BOOT mini RSC-MT4H [End of Sale] all firmware versions, TIME BOOT RSC-MT8F [End of Sale] all firmware versions, TIME BOOT RSC-MT8FP [End of Sale] all firmware versions, TIME BOOT mini RSC-MT4HS firmware version 1.00A to 1.10A, and TIME BOOT RSC-MT8FS firmware version 1.00A to 1.00E), and Contact Converter(POSE SE10-8A7B1 firmware version 1.00A to 1.20A) allows a remote attacker with the administrative privilege to inject an arbitrary script via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Meikyo Poe Boot Nino Poe8m2 - All All All

Operating System Meikyo Poe Boot Nino Poe8m2 Firmware All All All All

Hardware Meikyo Pose Se10-8a7b1 - All All All

Operating System Meikyo Pose Se10-8a7b1 Firmware - All All All

Operating System Meikyo Pose Se10-8a7b1 Firmware All All All All

Hardware Meikyo Signage Rebooter Rpc-m4hsi - All All All

Operating System Meikyo Signage Rebooter Rpc-m4hsi Firmware 1.00a All All All

Hardware Meikyo Time Boot Mini Rsc-mt4h - All All All

Hardware Meikyo Time Boot Mini Rsc-mt4hs - All All All

Operating System Meikyo Time Boot Mini Rsc-mt4hs Firmware All All All All

Operating System Meikyo Time Boot Mini Rsc-mt4h Firmware - All All All

Hardware Meikyo Time Boot Rsc-mt8f - All All All

Hardware Meikyo Time Boot Rsc-mt8fp - All All All

Operating System Meikyo Time Boot Rsc-mt8fp Firmware - All All All

Hardware Meikyo Time Boot Rsc-mt8fs - All All All

Operating System Meikyo Time Boot Rsc-mt8fs Firmware All All All All

Operating System Meikyo Time Boot Rsc-mt8f Firmware - All All All
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Operating System Meikyo Time Boot Rsc-mt8f Firmware - All All All

Hardware Meikyo Watch Boot L-zero Rpc-m4l - All All All

Hardware Meikyo Watch Boot L-zero Rpc-m4ls - All All All

Operating System Meikyo Watch Boot L-zero Rpc-m4ls Firmware All All All All

Operating System Meikyo Watch Boot L-zero Rpc-m4l Firmware - All All All

Hardware Meikyo Watch Boot Light Rpc-m5c - All All All

Hardware Meikyo Watch Boot Light Rpc-m5cs - All All All

Operating System Meikyo Watch Boot Light Rpc-m5cs Firmware All All All All

Operating System Meikyo Watch Boot Light Rpc-m5c Firmware - All All All

Hardware Meikyo Watch Boot Mini Rpc-m4h - All All All

Operating System Meikyo Watch Boot Mini Rpc-m4h Firmware - All All All

Hardware Meikyo Watch Boot Nino Rpc-m2c - All All All

Hardware Meikyo Watch Boot Nino Rpc-m2cs - All All All

Operating System Meikyo Watch Boot Nino Rpc-m2cs Firmware All All All All

Operating System Meikyo Watch Boot Nino Rpc-m2c Firmware - All All All

References

Reference Source Link Tags

www.meikyo.co.jp/vln MISC www.meikyo.co.jp

JVN#58266015: Multiple vulnerabilities in multiple MEIKYO ELECTRIC products MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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