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Summary

CVE CVE-2022-28721

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-26 15:15:00 UTC

Updated 2022-10-03 17:29:00 UTC

Description Certain HP Print Products are potentially vulnerable to Remote Code Execution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 1g5m0a - All All All

Operating System Hp 1g5m0a Firmware All All All All

Hardware Hp 1k7k6a - All All All

Operating System Hp 1k7k6a Firmware All All All All

Hardware Hp 1k7k7a - All All All

Operating System Hp 1k7k7a Firmware All All All All

Hardware Hp 1kr42a - All All All

Operating System Hp 1kr42a Firmware All All All All

Hardware Hp 1kr45a - All All All

Operating System Hp 1kr45a Firmware All All All All

Hardware Hp 1kr46a - All All All

Operating System Hp 1kr46a Firmware All All All All

Hardware Hp 1kr48a - All All All

Operating System Hp 1kr48a Firmware All All All All

Hardware Hp 1kr49a - All All All

Operating System Hp 1kr49a Firmware All All All All

Hardware Hp 1kr54a - All All All
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Operating System Hp 1kr54a Firmware All All All All

Hardware Hp 1kr55a - All All All

Operating System Hp 1kr55a Firmware All All All All

Hardware Hp 1kr57a - All All All

Operating System Hp 1kr57a Firmware All All All All

Hardware Hp 1kr58a - All All All

Operating System Hp 1kr58a Firmware All All All All

Hardware Hp 1kr61a - All All All

Operating System Hp 1kr61a Firmware All All All All

Hardware Hp 1kr62a - All All All

Operating System Hp 1kr62a Firmware All All All All

Hardware Hp 1kr69a - All All All

Operating System Hp 1kr69a Firmware All All All All

Hardware Hp 1l0h6a - All All All

Operating System Hp 1l0h6a Firmware All All All All

Hardware Hp 1l0h7a - All All All

Operating System Hp 1l0h7a Firmware All All All All

Hardware Hp 1l0h8a - All All All

Operating System Hp 1l0h8a Firmware All All All All

Hardware Hp 1mr66a - All All All

Operating System Hp 1mr66a Firmware All All All All

Hardware Hp 1mr67a - All All All

Operating System Hp 1mr67a Firmware All All All All

Hardware Hp 1mr68a - All All All

Operating System Hp 1mr68a Firmware All All All All

Hardware Hp 1mr69a - All All All

Operating System Hp 1mr69a Firmware All All All All

Hardware Hp 1mr70a - All All All

Operating System Hp 1mr70a Firmware All All All All

Hardware Hp 1mr71a - All All All

Operating System Hp 1mr71a Firmware All All All All

Hardware Hp 1mr72a - All All All

Operating System Hp 1mr72a Firmware All All All All

Hardware Hp 1mr73a - All All All

Operating System Hp 1mr73a Firmware All All All All

Hardware Hp 1mr74a - All All All
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Hardware Hp 1mr74a - All All All

Operating System Hp 1mr74a Firmware All All All All

Hardware Hp 1mr75a - All All All

Operating System Hp 1mr75a Firmware All All All All

Hardware Hp 1mr76a - All All All

Operating System Hp 1mr76a Firmware All All All All

Hardware Hp 1mr77a - All All All

Operating System Hp 1mr77a Firmware All All All All

Hardware Hp 1mr78a - All All All

Operating System Hp 1mr78a Firmware All All All All

Hardware Hp 1mr79a - All All All

Operating System Hp 1mr79a Firmware All All All All

Hardware Hp 1tj09a - All All All

Operating System Hp 1tj09a Firmware All All All All

Hardware Hp 1tj10a - All All All

Operating System Hp 1tj10a Firmware All All All All

Hardware Hp 1tj11a - All All All

Operating System Hp 1tj11a Firmware All All All All

Hardware Hp 1tj12a - All All All

Operating System Hp 1tj12a Firmware All All All All

Hardware Hp 223n1a - All All All

Operating System Hp 223n1a Firmware All All All All

Hardware Hp 223n2a - All All All

Operating System Hp 223n2a Firmware All All All All

Hardware Hp 223n5a - All All All

Operating System Hp 223n5a Firmware All All All All

Hardware Hp 223n6a - All All All

Operating System Hp 223n6a Firmware All All All All

Hardware Hp 223n9a - All All All

Operating System Hp 223n9a Firmware All All All All

Hardware Hp 223r1a - All All All

Operating System Hp 223r1a Firmware All All All All

Hardware Hp 223r2a - All All All

Operating System Hp 223r2a Firmware All All All All

Hardware Hp 223r3a - All All All

Operating System Hp 223r3a Firmware All All All All
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Hardware Hp 223r6a - All All All

Operating System Hp 223r6a Firmware All All All All

Hardware Hp 223r9a - All All All

Operating System Hp 223r9a Firmware All All All All

Hardware Hp 226y9a - All All All

Operating System Hp 226y9a Firmware All All All All

Hardware Hp 228f5a - All All All

Operating System Hp 228f5a Firmware All All All All

Hardware Hp 257g3a - All All All

Operating System Hp 257g3a Firmware All All All All

Hardware Hp 2k4v8a - All All All

Operating System Hp 2k4v8a Firmware All All All All

Hardware Hp 2k4w1a - All All All

Operating System Hp 2k4w1a Firmware All All All All

Hardware Hp 2k4w2a - All All All

Operating System Hp 2k4w2a Firmware All All All All

Hardware Hp 2k5l5a - All All All

Operating System Hp 2k5l5a Firmware All All All All

Hardware Hp 2ry54a - All All All

Operating System Hp 2ry54a Firmware All All All All

Hardware Hp 2ry55a - All All All

Operating System Hp 2ry55a Firmware All All All All

Hardware Hp 2ry56a - All All All

Operating System Hp 2ry56a Firmware All All All All

Hardware Hp 3dp64a - All All All

Operating System Hp 3dp64a Firmware All All All All

Hardware Hp 3dp65a - All All All

Operating System Hp 3dp65a Firmware All All All All

Hardware Hp 3dp66a - All All All

Operating System Hp 3dp66a Firmware All All All All

Hardware Hp 3uc64a - All All All

Operating System Hp 3uc64a Firmware All All All All

Hardware Hp 3uc65a - All All All

Operating System Hp 3uc65a Firmware All All All All

Hardware Hp 3uc66a - All All All
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Operating System Hp 3uc66a Firmware All All All All

Hardware Hp 3uk83a - All All All

Operating System Hp 3uk83a Firmware All All All All

Hardware Hp 3uk84a - All All All

Operating System Hp 3uk84a Firmware All All All All

Hardware Hp 3xd89a - All All All

Operating System Hp 3xd89a Firmware All All All All

Hardware Hp 3yf56a - All All All

Operating System Hp 3yf56a Firmware All All All All

Hardware Hp 3yf57a - All All All

Operating System Hp 3yf57a Firmware All All All All

Hardware Hp 3yf58a - All All All

Operating System Hp 3yf58a Firmware All All All All

Hardware Hp 3yf59a - All All All

Operating System Hp 3yf59a Firmware All All All All

Hardware Hp 3yf60a - All All All

Operating System Hp 3yf60a Firmware All All All All

Hardware Hp 3yf61a - All All All

Operating System Hp 3yf61a Firmware All All All All

Hardware Hp 3yf65a - All All All

Operating System Hp 3yf65a Firmware All All All All

Hardware Hp 3yf66a - All All All

Operating System Hp 3yf66a Firmware All All All All

Hardware Hp 3yf67a - All All All

Operating System Hp 3yf67a Firmware All All All All

Hardware Hp 3yf68a - All All All

Operating System Hp 3yf68a Firmware All All All All

Hardware Hp 3yf69a - All All All

Operating System Hp 3yf69a Firmware All All All All

Hardware Hp 3yf70a - All All All

Operating System Hp 3yf70a Firmware All All All All

Hardware Hp 3yw48a - All All All

Operating System Hp 3yw48a Firmware All All All All

Hardware Hp 3yw51a - All All All

Operating System Hp 3yw51a Firmware All All All All

Hardware Hp 3yw70a - All All All
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Hardware Hp 3yw70a - All All All

Operating System Hp 3yw70a Firmware All All All All

Hardware Hp 3yw71a - All All All

Operating System Hp 3yw71a Firmware All All All All

Hardware Hp 3yw72a - All All All

Operating System Hp 3yw72a Firmware All All All All

Hardware Hp 3yw73a - All All All

Operating System Hp 3yw73a Firmware All All All All

Hardware Hp 3yw74a - All All All

Operating System Hp 3yw74a Firmware All All All All

Hardware Hp 3yw75a - All All All

Operating System Hp 3yw75a Firmware All All All All

Hardware Hp 4kj65a - All All All

Operating System Hp 4kj65a Firmware All All All All

Hardware Hp 4sb23a - All All All

Operating System Hp 4sb23a Firmware All All All All

Hardware Hp 5lj14a - All All All

Operating System Hp 5lj14a Firmware All All All All

Hardware Hp 5lj15a - All All All

Operating System Hp 5lj15a Firmware All All All All

Hardware Hp 5lj16a - All All All

Operating System Hp 5lj16a Firmware All All All All

Hardware Hp 5lj17a - All All All

Operating System Hp 5lj17a Firmware All All All All

Hardware Hp 5lj18a - All All All

Operating System Hp 5lj18a Firmware All All All All

Hardware Hp 5lj19a - All All All

Operating System Hp 5lj19a Firmware All All All All

Hardware Hp 5lj23a - All All All

Operating System Hp 5lj23a Firmware All All All All

Hardware Hp 5sd78a - All All All

Operating System Hp 5sd78a Firmware All All All All

Hardware Hp 5sd79a - All All All

Operating System Hp 5sd79a Firmware All All All All

Hardware Hp 5se16a - All All All

Operating System Hp 5se16a Firmware All All All All
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