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Summary

CVE CVE-2022-28763

State PUBLIC

Assigner security@zoom.us

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-31 20:15:00 UTC

Updated 2022-11-01 19:43:00 UTC

Description The Zoom Client for Meetings (for Android, iOS, Linux, macOS, and Windows) before version 5.12.2 is susceptible to a URL parsing vulnerability. If a malicious Zoom meeting URL is opened, the malicious link may direct the user to connect to an arbitrary network address, leading to additional attacks including session takeovers.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Meetings All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Rooms For Conference Rooms All All All All

Application Zoom Virtual Desktop Infrastructure All All All All

References

Reference Source Link Tags

Security Bulletins | Zoom MISC explore.zoom.us

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377694 Zoom Client for Meetings Multiple Security Vulnerabilities (ZSB-22024)

377707 Zoom VDI Uniform Resource Locator (URL) Parsing Vulnerability (ZSB-22024)
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