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Summary

CVE CVE-2022-28806

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-04 15:15:00 UTC

Updated 2022-05-18 13:26:00 UTC

Description An issue was discovered on certain Fujitsu LIEFBOOK devices (A3510, U9310, U7511/U7411/U7311, U9311, E5510/E5410, U7510/U7410/U7310, E459/E449) with BIOS versions before v1.09 (A3510), v2.17 (U9310), v2.30 (U7511/U7411/U7311), v2.33 (U9311), v2.23 (E5510), v2.19 (U7510/U7410), v2.13 (U7310), and v1.09 (E459/E449). The FjGabiFlashCoreAbstractionSmm driver registers a Software System Management Interrupt (SWSMI) handler that is not sufficiently validated to ensure that the CommBuffer (or any other communication buffer's nested contents) are not pointing to SMRAM contents. A potential attacker can therefore write fixed data to SMRAM, which could lead to data corruption inside this memory (e.g., change the SMI handler's code or modify SMRAM map structures to break input pointer validation for other SMI handlers). Thus, the attacker could elevate privileges from ring 0 to ring -2 and execute arbitrary code in SMM.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujitsu Lifebook A3510 - All All All

Operating System Fujitsu Lifebook A3510 Firmware All All All All

Hardware Fujitsu Lifebook E449 - All All All

Operating System Fujitsu Lifebook E449 Firmware All All All All

Hardware Fujitsu Lifebook E459 - All All All

Operating System Fujitsu Lifebook E459 Firmware All All All All

Hardware Fujitsu Lifebook E5510 - All All All

Operating System Fujitsu Lifebook E5510 Firmware All All All All

Hardware Fujitsu Lifebook U7310 - All All All

Operating System Fujitsu Lifebook U7310 Firmware All All All All

Hardware Fujitsu Lifebook U7311 - All All All

Operating System Fujitsu Lifebook U7311 Firmware All All All All

Hardware Fujitsu Lifebook U7410 - All All All

Operating System Fujitsu Lifebook U7410 Firmware All All All All

Hardware Fujitsu Lifebook U7411 - All All All

Operating System Fujitsu Lifebook U7411 Firmware All All All All

Hardware Fujitsu Lifebook U7510 - All All All
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Hardware Fujitsu Lifebook U7510 - All All All

Operating System Fujitsu Lifebook U7510 Firmware All All All All

Hardware Fujitsu Lifebook U7511 - All All All

Operating System Fujitsu Lifebook U7511 Firmware All All All All

Hardware Fujitsu Lifebook U9310 - All All All

Operating System Fujitsu Lifebook U9310 Firmware All All All All

Hardware Fujitsu Lifebook U9311 - All All All

Operating System Fujitsu Lifebook U9311 Firmware All All All All
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Reference Source Link

Fujitsu Technical Support pages from Fujitsu EMEA MISC support.ts.fujitsu.com

Binarly | AI-Powered Firmware Protection MISC www.binarly.io

VU#796611 - InsydeH2O UEFI software impacted by multiple vulnerabilities in SMM MISC kb.cert.org

Insyde社のUEFI（InsydeH2O）に関する脆弱性のお知らせ（CVE-2021-41837他） - FMWORLD（法人）:富士通 MISC www.fmworld.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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