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Summary

CVE CVE-2022-28810

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-18 13:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description Zoho ManageEngine ADSelfService Plus before build 6122 allows a remote authenticated administrator to execute arbitrary operating OS commands as SYSTEM via the policy custom script feature. Due to the use of a default administrator password, attackers may be able to abuse this functionality with minimal effort. Additionally, a remote and partially authenticated attacker may be able to inject arbitrary commands into the custom script due to an unsanitized password field.

Risk And Classification

EPSS: 0.918160000 probability, percentile 0.996940000 (date 2026-04-23)

CISA KEV: Listed on 2023-03-07; due 2023-03-28; ransomware use Unknown

Problem Types: CWE-78 | CWE-798

CISA Known Exploited Vulnerability

Vendor Zoho

Product ManageEngine

Name Zoho ManageEngine ADSelfService Plus Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://www.manageengine.com/products/self-service-password/advisory/CVE-2022-28810.html;
https://nvd.nist.gov/vuln/detail/CVE-2022-28810

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adselfservice Plus All All All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 - All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6100 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6101 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6102 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6103 All All
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Application Zohocorp Manageengine Adselfservice Plus 6.1 6104 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6105 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6106 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6107 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6108 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6109 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6110 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6111 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6112 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6113 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6114 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6115 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6116 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6117 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6118 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6119 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6120 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6121 All All

References

Reference

CVE-2022-28810 - ManageEngine ADSelfService Plus

ManageEngine ADSelfService Plus Authenticated RCE (CVE-2022-28810) by jbaines-r7 · Pull Request #16475 · rapid7/metasploit-framework · GitHub

CVE-2022-28810: ManageEngine Authenticated Command Execution (Fixed) | Rapid7 Blog

ManageEngine ADSelfService Plus Custom Script Execution ≈ Packet Storm

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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