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Summary

CVE CVE-2022-28818

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-12 19:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description ColdFusion versions CF2021U3 (and earlier) and CF2018U13 are affected by a reflected Cross-Site Scripting (XSS) vulnerability. If an attacker is able to convince a victim to visit a URL referencing a vulnerable page, malicious JavaScript content may be executed within the context of the victim's browser.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Coldfusion All All All All

Application Adobe Coldfusion 2018 - All All

Application Adobe Coldfusion 2018 update1 All All

Application Adobe Coldfusion 2018 update10 All All

Application Adobe Coldfusion 2018 update11 All All

Application Adobe Coldfusion 2018 update12 All All

Application Adobe Coldfusion 2018 update13 All All

Application Adobe Coldfusion 2018 update2 All All

Application Adobe Coldfusion 2018 update3 All All

Application Adobe Coldfusion 2018 update4 All All

Application Adobe Coldfusion 2018 update5 All All

Application Adobe Coldfusion 2018 update6 All All

Application Adobe Coldfusion 2018 update7 All All

Application Adobe Coldfusion 2018 update8 All All

Application Adobe Coldfusion 2018 update9 All All

Application Adobe Coldfusion 2021 - All All

Application Adobe Coldfusion 2021 update1 All All
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Application Adobe Coldfusion 2021 update1 All All

Application Adobe Coldfusion 2021 update2 All All

Application Adobe Coldfusion 2021 update3 All All

References

Reference Source Link Tags

Adobe Security Bulletin MISC helpx.adobe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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