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Summary

CVE CVE-2022-2884

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-17 16:15:00 UTC

Updated 2023-04-03 20:15:00 UTC

Description A vulnerability in GitLab CE/EE affecting all versions from 11.3.4 prior to 15.1.5, 15.2 to 15.2.3, 15.3 to 15.3 to 15.3.1 allows an an authenticated user to achieve remote code execution via the Import from GitHub API endpoint

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Gitlab All All All All

Application Gitlab Gitlab All All All All

References

Reference Source Link Tags

GitLab 15.3 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

HackerOne MISC hackerone.com

2022/CVE-2022-2884.json · master · GitLab.org / cves · GitLab CONFIRM gitlab.com

RCE via github import (#371098) · Issues · GitLab.org / GitLab · GitLab MISC gitlab.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks [yvvdwf](https://hackerone.com/yvvdwf) for reporting this vulnerability
through our HackerOne bug bounty program.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-2884/mitre
https://cve.report/CVE-2022-2884/nist
https://cve.report/CVE-2022-2884/cve_org
https://cve.report/api/cve/CVE-2022-2884.json
https://cve.report/CVE-2022-2884.pdf
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://packetstormsecurity.com/files/171628/GitLab-15.3-Remote-Code-Execution.html
https://hackerone.com/reports/1672388
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-2884.json
https://gitlab.com/gitlab-org/gitlab/-/issues/371098
https://www.cve.org/CVERecord?id=CVE-2022-2884
https://nvd.nist.gov/vuln/detail/CVE-2022-2884
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CVE.report and Source URL Uptime Status status.cve.report

376864 GitLab Remote Command Execution Vulnerability

690925 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (8a0cd618-22a0-11ed-b1e7-001b217b3468)

http://cve.report/qid/376864
http://cve.report/qid/690925
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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