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CVE CVE-2022-28890
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-05 09:15:00 UTC
Updated 2023-10-25 17:01:00 UTC
Description A vulnerability in the RDF/XML parser of Apache Jena allows an attacker to cause an external DTD to be retrieved. This iss

/ |

1|

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Jena All All All All

Application Apache Jena 4.4.0 All All All

Reference Source Link Tags
lists.apache.org/thread/h880h642455wljo0p5jgzs9phk4gj878 MISC lists.apache.org

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit |

Discovery Credit

LEGACY: Apache Jena would like to thank Feras Daragma, Avishag Shapira & Amit Laish
(GE Digital, Cyber Security Lab) for their report.

Legacy QID Mappings

183707 Debian Security Update for apache-jena (CVE-2022-28890)
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