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Summary

CVE CVE-2022-28948

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-19 20:15:00 UTC

Updated 2022-10-28 19:06:00 UTC

Description An issue in the Unmarshal function in Go-Yaml v3 causes the program to crash when attempting to deserialize invalid input.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Astra Trident - All All All

Application Yaml Project Yaml 3.0.0 All All All

References

Reference Source Link

v3: panic "attempted to parse unknown event (please report): none" · Issue #666 · go-yaml/yaml · GitHub MISC github.com

CVE-2022-28948 Go-Yaml Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182372 Debian Security Update for golang-gopkg-yaml.v3 (CVE-2022-28948)

502261 Alpine Linux Security Update for coredns

504649 Alpine Linux Security Update for coredns
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