
CVE-2022-29143
Published on: Not Yet Published

Last Modified on: 06/24/2022 07:06:00 PM UTC

CVE-2022-29143

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Sql Server from Microsoft contain the following
vulnerability:

Microsoft SQL Server Remote Code Execution Vulnerability.

CVSS3 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Security Update Guide - Microsoft Security
Response Center

portal.msrc.microsoft.com

text/html

 MISC portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2022-29143

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

CVE-2022-29143 has been assigned by  secure@microsoft.com to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2022-29143/mitre
https://cve.report/CVE-2022-29143/nist
https://cve.report/CVE-2022-29143/cve_org
https://cve.report/CVE-2022-29143.pdf
http://cve.report/software/microsoft/sql_server
http://cve.report/vendor/microsoft
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-29143


are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

91910 Microsoft SQL Server Remote Code Execution (RCE) Vulnerability for June 2022

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Sql Server 2014 sp3 All All

Application Microsoft Sql Server 2016 sp2 All All

Application Microsoft Sql Server 2016 sp3 All All

Application Microsoft Sql Server 2017 - All All

Application Microsoft Sql Server 2019 All All All

No vendor comments have been submitted for this CVE

Social Mentions
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 @GossiTheDog CVE-2022-29143 SQL - if you have that much access to run that query you may already have a
problem

2022-06-14
17:59:28

@GlennAlanBerry
Patch Tuesday includes an out of band security update for SQL Server 2014 and newer.
msrc.microsoft.com/update-guide/v…… twitter.com/i/web/status/1…

2022-06-14
18:13:55

 @AaronBertrand On CVE-2022-29143 and the associated KBs (also spotted a mix on the what’s new page)
docs.microsoft.com/en-us/sql/rela… https://t.co/BwHDP44jk9

2022-06-14
18:24:29

@Masayuki_Ozawa
この対応となるよう。今朝 SQL DB のバージョンがアップされたものこれ起因かな。
msrc.microsoft.com/update-guide/v…

2022-06-15
00:40:20

 @CVEreport CVE-2022-29143 : Microsoft SQL Server Remote Code Execution Vulnerability....
cve.report/CVE-2022-29143

2022-06-15
21:57:52

 @threatmeter CVE-2022-29143 Microsoft SQL Server Remote Code Execution Vulnerability. (CVSS:0.0) (Last
Update:2022-06-15) ift.tt/QJTvN9R

2022-06-16
07:09:31

 @martinkenj More details within CVE-2022-29143 msrc.microsoft.com/update-guide/v… 2022-06-16
12:25:34

 /r/SQLServer CVE-2022-29143 SQL Server Remote Code Execution 2022-06-15
01:42:46
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