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Summary

CVE CVE-2022-29161

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-06 00:15:00 UTC

Updated 2023-07-21 16:42:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. The XWiki Crypto API will generate X509 certificates signed by default using SHA1 with RSA, which is not considered safe anymore for use in certificate signatures, due to the risk of collisions with SHA1. The problem has been patched in XWiki version 13.10.6, 14.3.1 and 14.4-rc-1. Since then, the Crypto API will generate X509 certificates signed by default using SHA256 with RSA. Administrators are advised to upgrade their XWiki installation to one of the patched versions. If the upgrade is not possible, it is possible to patch the module xwiki-platform-crypto in a local installation by applying the change exposed in 26728f3 and re-compiling the module.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

References

Reference Source Link

XWIKI-19676: Update the RSA Crypto script service to use SHA256 inste… · xwiki/xwiki-platform@26728f3 · GitHub MISC github.com

[XWIKI-19676] Update the RSA Crypto script service to use SHA256 instead of SHA1 for certificate signature - XWiki.org JIRA MISC jira.xwiki.org

Crypto script service uses hashing algorithm SHA1 with RSA for certificate signature · Advisory · xwiki/xwiki-platform · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

https://cve.report/
https://cve.report/CVE-2022-29161/mitre
https://cve.report/CVE-2022-29161/nist
https://cve.report/CVE-2022-29161/cve_org
https://cve.report/api/cve/CVE-2022-29161.json
https://cve.report/CVE-2022-29161.pdf
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
https://github.com/xwiki/xwiki-platform/commit/26728f3f23658288683667a5182a916c7ecefc52
https://jira.xwiki.org/browse/XWIKI-19676
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-h8v5-p258-pqf4
https://www.cve.org/CVERecord?id=CVE-2022-29161
https://nvd.nist.gov/vuln/detail/CVE-2022-29161
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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