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Certain versions of Argo Workflows from Argo Workflows Project
contain the following vulnerability:

Argo Workflows is an open source container-native workflow engine for
orchestrating parallel jobs on Kubernetes. In affected versions an
attacker can create a workflow which produces a HTML artifact
containing an HTML file that contains a script which uses XHR calls to
interact with the Argo Server API. The attacker emails the deep-link to

the artifact to their victim. The victim opens the link, the script starts running. As the script has
access to the Argo Server API (as the victim), so may read information about the victim’s
workflows, or create and delete workflows. Note the attacker must be an insider: they must
have access to the same cluster as the victim and must already be able to run their own
workflows. The attacker must have an understanding of the victim’s system. We have seen no
evidence of this in the wild. We urge all users to upgrade to the fixed versions.
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CVSS2 Score: 4.6 - MEDIUM
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CVE-2022-29164 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  argoproj - argo-workflows version >= 2.6.0, < 3.2.11

Affected Vendor/Software:  argoproj - argo-workflows version >= 3.3.0, < 3.3.5
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CVE References

Description Tags Link

Malicious HTML+XHR Artifact Privilege Escalation ·
Advisory · argoproj/argo-workflows · GitHub

github.com

text/html

 CONFIRM github.com/argoproj/argo-
workflows/security/advisories/GHSA-cmv8-6362-r5w9

fix: Added artifact Content-Security-Policy (#8585) ·
argoproj/argo-workflows@87470e1 · GitHub

github.com

text/html

 MISC github.com/argoproj/argo-
workflows/commit/87470e1c2bf703a9110e97bb755614ce8757fdcc

fix: Added artifact Content-Security-Policy by alexec ·
Pull Request #8585 · argoproj/argo-workflows · GitHub

github.com

text/html

 MISC github.com/argoproj/argo-workflows/pull/8585

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Argo Workflows Project Argo Workflows All All All All

No vendor comments have been submitted for this CVE
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