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Summary

CVE CVE-2022-29170

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-20 16:15:00 UTC

Updated 2022-10-07 15:48:00 UTC

Description Grafana is an open-source platform for monitoring and observability. In Grafana Enterprise, the Request security feature allows list allows to configure Grafana in a way so that the instance doesn’t call or only calls specific hosts. The vulnerability present starting with version 7.4.0-beta1 and prior to versions 7.5.16 and 8.5.3 allows someone to bypass these security configurations if a malicious datasource (running on an allowed host) returns an HTTP redirect to a forbidden host. The vulnerability only impacts Grafana Enterprise when the Request security allow list is used and there is a possibility to add a custom datasource to Grafana which returns HTTP redirects. In this scenario, Grafana would blindly follow the redirects and potentially give secure information to the clients. Grafana Cloud is not impacted by this vulnerability. Versions 7.5.16 and 8.5.3 contain a patch for this issue. There are currently no known workarounds.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

References

Reference Source Link

Release 8.5.3 (2022-05-19) · grafana/grafana · GitHub MISC github.com

Release 7.5.16 (2022-05-19) · grafana/grafana · GitHub MISC github.com

Grafana Enterprise datasource network restrictions bypass via HTTP redirects · Advisory · grafana/grafana · GitHub CONFIRM github.com

CVE-2022-29170 Grafana Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Security: fixes CVE-2022-29170 by xlson · Pull Request #49240 · grafana/grafana · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502306 Alpine Linux Security Update for grafana

752995 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2022:4428-1)
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