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CVE CVE-2022-29187
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-07-12 21:15:00 UTC
Updated 2024-01-14 10:15:00 UTC

Description Git is a distributed revision control system. Git prior to versions 2.37.1, 2.36.2, 2.35.4, 2.34.4, 2.33.4, 2.32.3, 2.31.4, and 2.
i)

/ |

Risk And Classification

Problem Types: CWE-427 | CWE-282

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Xcode All All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Application Git-scm Git All All All All
References |
Reference Source Link
[SECURITY] Fedora 37 Update: libgit2-1.3.2-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 36 Update: git-2.37.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: rust-cargo-c-0.9.12-3.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Full Disclosure: APPLE-SA-2022-11-01-1 Xcode 14.1 FULLDISC seclists.org
Bypass of safe.directory protections - Advisory - git/git - GitHub CONFIRM  github.com
oss-security - Git v2.37.1 and friends for CVE-2022-29187 MLIST www.openwall.com
libgit2: Privilege Escalation Vulnerability (GLSA 202401-17) — Gentoo security security.gentoo.org

[SECURITY] Fedora 36 Update: libgit2-1.3.2-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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http://cve.report/vendor/fedoraproject
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http://cve.report/vendor/git-scm
http://cve.report/software/git-scm/git
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DIKWISWUDFT2FAITYIA6372BVLH3OOOC/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TRZG5CDUQ27OWTPC5MQOR4UASNXHWEZS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YROCMBWYFKRSS64PO6FUNM6L7LKBUKVW/
http://seclists.org/fulldisclosure/2022/Nov/1
https://github.com/git/git/security/advisories/GHSA-j342-m5hw-rr3v
http://www.openwall.com/lists/oss-security/2022/07/14/1
https://security.gentoo.org/glsa/202401-17
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HVOLER2PIGMHPQMDGG4RDE2KZB74QLA2/

[SECURITY] Fedora 37 Update: libgit2-1.3.2-1.fc37 - package-announce - Fedora Mailing-Lists
Git security vulnerability announced | The GitHub Blog

[SECURITY] Fedora 36 Update: rust-bat-0.21.0-6.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 3239-1] git security update

[ANNOUNCE] Git v2.37.1 and others

Git: Multiple Vulnerabilities (GLSA 202312-15) — Gentoo security

[SECURITY] Fedora 36 Update: git-2.37.1-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: rust-bat-0.21.0-6.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: git-2.37.1-1.fc35 - package-announce - Fedora Mailing-Lists
[ANNOUNCE] Git v2.37.1 and others

[SECURITY] Fedora 35 Update: git-2.37.1-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: libgit2-1.3.2-1.fc36 - package-announce - Fedora Mailing-Lists
About the security content of Xcode 14.1 - Apple Support

[SECURITY] Fedora 37 Update: rust-cargo-c-0.9.12-3.fc37 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160630 Oracle Enterprise Linux Security Update for git (ELSA-2023-2319)

160657 Oracle Enterprise Linux Security Update for git (ELSA-2023-2859)

181320 Debian Security Update for git (DLA 3239-1)

181321 Debian Security Update for git (DLA 3239-2)

181518 Debian Security Update for git (DSA 5332-1)

182337 Debian Security Update for git (CVE-2022-29187)

198856 Ubuntu Security Notification for Git Vulnerabilities (USN-5511-1)

241436 Red Hat Update for git (RHSA-2023:2319)

241487 Red Hat Update for git (RHSA-2023:2859)

242859 Red Hat Update for git (RHSA-2024:0407)

282953 Fedora Security Update for git (FEDORA-2022-dfd7e7fc0e)

282985 Fedora Security Update for git (FEDORA-2022-2a5de7cb8b)
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https://github.blog/2022-04-12-git-security-vulnerability-announced
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UDZRZAL7QULOB6V7MKT66MOMWJLBJPX4/
https://lists.debian.org/debian-lts-announce/2022/12/msg00025.html
https://lore.kernel.org/git/xmqqv8s2fefi.fsf%2540gitster.g/T/#u
https://security.gentoo.org/glsa/202312-15
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DDI325LOO2XBDDKLINOAQJEG6MHAURZE/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HVOLER2PIGMHPQMDGG4RDE2KZB74QLA2/
https://support.apple.com/kb/HT213496
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YROCMBWYFKRSS64PO6FUNM6L7LKBUKVW/
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https://nvd.nist.gov/vuln/detail/CVE-2022-29187
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http://cve.report/qid/160657
http://cve.report/qid/181320
http://cve.report/qid/181321
http://cve.report/qid/181518
http://cve.report/qid/182337
http://cve.report/qid/198856
http://cve.report/qid/241436
http://cve.report/qid/241487
http://cve.report/qid/242859
http://cve.report/qid/282953
http://cve.report/qid/282985

283637 Fedora Security Update for libgit2 (FEDORA-2023-470c7ea49¢)

283645 Fedora Security Update for rust (FEDORA-2023-e3c8abd37¢e)

283646 Fedora Security Update for libgit2 (FEDORA-2023-1068309389)

283652 Fedora Security Update for rust (FEDORA-2023-3ec32f6d4e)

354010 Amazon Linux Security Advisory for git : ALAS2-2022-1820

354034 Amazon Linux Security Advisory for git : ALAS-2022-1623

354337 Amazon Linux Security Advisory for git : ALAS2022-2022-118

354445 Amazon Linux Security Advisory for git : ALAS2022-2022-236

354589 Amazon Linux Security Advisory for git : ALAS-2022-236

355256 Amazon Linux Security Advisory for git : ALAS2023-2023-065

377735 Apple Xcode Prior to 14.1 Vulnerabilities (HT213496)

379406 Git for Windows Multiple Security Vulnerability (CVE-2022-29187,CVE-2022-31012)

502431 Alpine Linux Security Update for git

502432 Alpine Linux Security Update for git

502433 Alpine Linux Security Update for git

502434 Alpine Linux Security Update for git

502725 Alpine Linux Security Update for git

502876 Alpine Linux Security Update for libgit2

672092 EulerOS Security Update for git (EulerOS-SA-2022-2286)

672103 EulerOS Security Update for git (EulerOS-SA-2022-2315)

672200 EulerOS Security Update for git (EulerOS-SA-2022-2459)

672263 EulerOS Security Update for git (EulerOS-SA-2022-2680)

672266 EulerOS Security Update for git (EulerOS-SA-2022-2648)

690897 Free Berkeley Software Distribution (FreeBSD) Security Update for git (b99f99f6-021e-11ed-8c6f-000c29ffbb6c)

710816 Gentoo Linux Git Multiple Vulnerabilities (GLSA 202312-15)

710835 Gentoo Linux libgit2 Privilege Escalation Vulnerability (GLSA 202401-17)

752375 SUSE Enterprise Linux Security Update for git (SUSE-SU-2022:2535-1)

752381 SUSE Enterprise Linux Security Update for git (SUSE-SU-2022:2537-1)

752392 SUSE Enterprise Linux Security Update for git (SUSE-SU-2022:2550-1)
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http://cve.report/qid/502876
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http://cve.report/qid/672266
http://cve.report/qid/690897
http://cve.report/qid/710816
http://cve.report/qid/710835
http://cve.report/qid/752375
http://cve.report/qid/752381
http://cve.report/qid/752392

752650 SUSE Enterprise Linux Security Update for libgit2 (SUSE-SU-2022:3494-1)
752654 SUSE Enterprise Linux Security Update for libgit2 (SUSE-SU-2022:3495-1)
753386 SUSE Enterprise Linux Security Update for libgit2 (SUSE-SU-2022:3283-1)
941032 AlmaLinux Security Update for git (ALSA-2023:2319)

941077 AlmaLinux Security Update for git (ALSA-2023:2859)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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