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CVE CVE-2022-29226
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 20:15:00 UTC
Updated 2022-06-16 18:44:00 UTC
Description Envoy is a cloud-native high-performance proxy. In versions prior to 1.22.1 the OAuth filter implementation does not include

/ |

1|

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Envoyproxy Envoy All All All All

Reference Source Link 1

oauth2: do not blindly accept requests with a token in the Authorizat... - envoyproxy/envoy@7ffdade - GitHub ~ MISC github.com

oauth filter allows trivial bypass - Advisory - envoyproxy/envoy - GitHub CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org ¢

NVD vulnerability detail NVD nvd.nist.gov ¢
L] N

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

159976 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9586)
159977 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9587)
159978 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9589)

159980 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9588)
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