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Summary

CVE CVE-2022-29227

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 20:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description Envoy is a cloud-native high-performance edge/middle/service proxy. In versions prior to 1.22.1 if Envoy attempts to send an internal redirect of an HTTP request consisting of more than HTTP headers, there’s a lifetime bug which can be triggered. If while replaying the request Envoy sends a local reply when the redirect headers are processed, the downstream state indicates that the downstream stream is not complete. On sending the local reply, Envoy will attempt to reset the upstream stream, but as it is actually complete, and deleted, this result in a use-after-free. Users are advised to upgrade. Users unable to upgrade are advised to disable internal redirects if crashes are observed.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Envoyproxy Envoy All All All All

References

Reference Source Link Tags

internal redirect: fix a lifetime bug (#785) · envoyproxy/envoy@fe7c69c · GitHub MISC github.com

Internal redirect crash for requests with body/trailers · Advisory · envoyproxy/envoy · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159976 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9586)

159977 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9587)

159978 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9589)

159980 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9588)
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