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Summary

CVE CVE-2022-29228

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-09 20:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description Envoy is a cloud-native high-performance proxy. In versions prior to 1.22.1 the OAuth filter would try to invoke the remaining filters in the chain after emitting a local response, which triggers an ASSERT() in newer versions and corrupts memory on earlier versions. continueDecoding() shouldn’t ever be called from filters after a local reply has been sent. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Envoyproxy Envoy All All All All

References

Reference Source Link Tags

oauth filter calls continueDecoding() from within decodeHeaders() · Advisory · envoyproxy/envoy · GitHub CONFIRM github.com

oauth2: do not blindly accept requests with a token in the Authorizat… · envoyproxy/envoy@7ffda4e · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159976 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9586)

159977 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9587)

159978 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9589)

159980 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9588)
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