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CVE-2022-29242 - advisory for GHSA-2rmw-8wpg-vgw5

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

avssanvnncrernunsucnan — Gertain versions of Gost Engine from Gost Engine Project contain the
following vulnerability:

GOST engine is a reference implementation of the Russian GOST
crypto algorithms for OpenSSL. TLS clients using GOST engine when
ciphersuite
"TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC' is
agreed and the server uses 512 bit GOST secret keys are vulnerable
to buffer overflow. GOST engine version 3.0.1 contains a patch for this issue. Disabling
ciphersuite "TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC' is a possible
workaround.

CVE-2022-29242 has been assigned by [@] security-advisories@github.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: [@] gost-engine - engine version < 3.0.1

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: |SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

| E
)


https://cve.report/
https://cve.report/CVE-2022-29242/mitre
https://cve.report/CVE-2022-29242/nist
https://cve.report/CVE-2022-29242/cve_org
https://cve.report/CVE-2022-29242.pdf
http://cve.report/software/gost_engine_project/gost_engine
http://cve.report/vendor/gost_engine_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

_

Description

Fix buffer overrun in creating key transport blob
according to RFC 91... - gost-
engine/engine@c6655a0 - GitHub

Fix buffer overrun in creating key transport blob
according to RFC 91... - gost-
engine/engine@7df7661 - GitHub

On unpacking key blob output buffer size should be
fixed - gost-engine/engine@b2b4d62 - GitHub

GitHub

Buffer overrun on creating key transport blob -
Advisory - gost-engine/engine - GitHub

comment@cve.report.

Release CVE-2022-29242 fix - gost-engine/engine -

Tags Link

MISC github.com/gost-
text/html engine/engine/commit/c a ale cc e a
ine/engine/ it/c6655a0b620a3e31f085cc906f8073fe81b2fad3

[ github.com | MISC github.com/gost-

engine/engine/commit/7df766124187768b43b9e8947c5a01e17545772¢

[ github.com | MISC github.com/gost-

engine/engine/commit/b2b4d629f100eaee9f5942a106b1ccefe85b8808

[ github.com | MISC github.com/gost-engine/engine/releases/tag/v3.0.1

[ github.com | CONFIRM github.com/gost-

engine/engine/security/advisories/GHSA-2rmw-8wpg-vgw5

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor

Application Gost Engine Project

Product Version Update Edition Language

Gost Engine All All All All

No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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