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Summary

CVE CVE-2022-29244

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 14:15:00 UTC

Updated 2022-10-27 16:25:00 UTC

Description npm pack ignores root-level .gitignore and .npmignore file exclusion directives when run in a workspace or with a workspace flag (ie. `--workspaces`, `--workspace=<name>`). Anyone who has run `npm pack` or `npm publish` inside a workspace, as of v7.9.0 and v7.13.0 respectively, may be affected and have published files into the npm registry they did not intend to include. Users should upgrade to the latest, patched version of npm v8.11.0, run: npm i -g npm@latest . Node.js versions v16.15.1, v17.19.1, and v18.3.0 include the patched v8.11.0 version of npm.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Npmjs Npm All All All All

References

Reference Source Link

Release 2022-06-01, Version 18.3.0 (Current), @bengl · nodejs/node · GitHub MISC github.com

deps: upgrade npm to 8.11.0 by npm-cli-bot · Pull Request #43210 · nodejs/node · GitHub MISC github.com

cli/workspaces/libnpmpublish at latest · npm/cli · GitHub MISC github.com

Release 2022-06-01, Version 17.9.1 (Current), @ruyadorno · nodejs/node · GitHub MISC github.com

Packing does not respect root-level ignore files in workspaces · Advisory · npm/cli · GitHub MISC github.com

cli/workspaces/libnpmpack at latest · npm/cli · GitHub MISC github.com

Release v8.11.0 · npm/cli · GitHub MISC github.com

Release 2022-06-01, Version 16.15.1 'Gallium' (LTS), @BethGriggs prepared by @juanarbol · nodejs/node · GitHub MISC github.com

GitHub - npm/npm-packlist: Walk through a folder and figure out what goes in an npm package MISC github.com

CVE-2022-29244 NPM Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

160111 Oracle Enterprise Linux Security Update for nodejs and nodejs-nodemon (ELSA-2022-6595)

240676 Red Hat Update for nodejs and nodejs-nodemon (RHSA-2022:6595)

753302 SUSE Enterprise Linux Security Update for nodejs16 (SUSE-SU-2022:3251-1)

753318 SUSE Enterprise Linux Security Update for nodejs16 (SUSE-SU-2022:3250-1)

940678 AlmaLinux Security Update for nodejs and nodejs-nodemon (ALSA-2022:6595)

960531 Rocky Linux Security Update for nodejs and nodejs-nodemon (RLSA-2022:6595)
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