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Summary

CVE CVE-2022-29257

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 22:15:00 UTC

Updated 2022-06-27 17:07:00 UTC

Description Electron is a framework for writing cross-platform desktop applications using JavaScript (JS), HTML, and CSS. A vulnerability in versions prior to 18.0.0-beta.6, 17.2.0, 16.2.6, and 15.5.5 allows attackers who have control over a given apps update server / update storage to serve maliciously crafted update packages that pass the code signing validation check but contain malicious code in some components. This kind of attack would require significant privileges in a potential victim's own auto updating infrastructure and the ease of that attack entirely depends on the potential victim's infrastructure security. Electron versions 18.0.0-beta.6, 17.2.0, 16.2.6, and 15.5.5 contain a fix for this issue. There are no known workarounds.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Electron All All All All

Application Electronjs Electron 16.0.0 beta1 All All

Application Electronjs Electron 16.0.0 beta2 All All

Application Electronjs Electron 16.0.0 beta3 All All

Application Electronjs Electron 16.0.0 beta4 All All

Application Electronjs Electron 16.0.0 beta5 All All

Application Electronjs Electron 16.0.0 beta6 All All

Application Electronjs Electron 16.0.0 beta7 All All

Application Electronjs Electron 16.0.0 beta8 All All

Application Electronjs Electron 16.0.0 beta9 All All

Application Electronjs Electron 17.0.0 beta1 All All

Application Electronjs Electron 17.0.0 beta2 All All

Application Electronjs Electron 17.0.0 beta3 All All

Application Electronjs Electron 17.0.0 beta4 All All

Application Electronjs Electron 17.0.0 beta5 All All

Application Electronjs Electron 17.0.0 beta6 All All

Application Electronjs Electron 17.0.0 beta7 All All
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Application Electronjs Electron 17.0.0 beta7 All All

Application Electronjs Electron 17.0.0 beta8 All All

Application Electronjs Electron 17.0.0 beta9 All All

Application Electronjs Electron 18.0.0 beta1 All All

Application Electronjs Electron 18.0.0 beta2 All All

Application Electronjs Electron 18.0.0 beta3 All All

Application Electronjs Electron 18.0.0 beta4 All All

Application Electronjs Electron 18.0.0 beta5 All All

References

Reference Source

AutoUpdater module fails to validate certain nested components of the bundle on macOS · Advisory · electron/electron · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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