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Summary

CVE CVE-2022-29303

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-12 16:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description SolarView Compact ver.6.00 was discovered to contain a command injection vulnerability via conf_mail.php.

Risk And Classification

EPSS: 0.943720000 probability, percentile 0.999650000 (date 2026-04-22)

CISA KEV: Listed on 2023-07-13; due 2023-08-03; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor SolarView

Product Compact

Name SolarView Compact Command Injection Vulnerability

Required Action Apply updates per vendor instructions or discontinue use of the product if updates are unavailable.

Notes https://jvn.jp/en/vu/JVNVU92327282/; https://nvd.nist.gov/vuln/detail/CVE-2022-29303

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Contec Sv-cpt-mc310 - All All All

Operating System Contec Sv-cpt-mc310 Firmware 6.00 All All All

References

Reference Source Link

SolarView Compact 6.0 Command Injection ≈ Packet Storm MISC packetstormsecurity.com

Update your browser to use Google Drive, Docs, Sheets, Sites, Slides, and Forms - Google Drive Help MISC drive.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2022-29303/mitre
https://cve.report/CVE-2022-29303/nist
https://cve.report/CVE-2022-29303/cve_org
https://cve.report/api/cve/CVE-2022-29303.json
https://cve.report/CVE-2022-29303.pdf
http://cve.report/vendor/contec
http://cve.report/software/contec/sv-cpt-mc310
http://cve.report/vendor/contec
http://cve.report/software/contec/sv-cpt-mc310_firmware
http://packetstormsecurity.com/files/167183/SolarView-Compact-6.0-Command-Injection.html
https://drive.google.com/drive/folders/1tGr-WExbpfvhRg31XCoaZOFLWyt3r60g?usp=sharing
https://www.cve.org/CVERecord?id=CVE-2022-29303
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CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.
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