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Summary

CVE CVE-2022-29455

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-13 17:15:00 UTC

Updated 2022-06-27 16:18:00 UTC

Description DOM-based Reflected Cross-Site Scripting (XSS) vulnerability in Elementor's Elementor Website Builder plugin <= 3.5.5 versions.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elementor Website Builder All All All All

References

Reference Source

Elementor Website Builder – WordPress plugin | WordPress.org CONFIRM

WordPress Elementor plugin <= 3.5.5 - Unauthenticated DOM-based Reflected Cross-Site Scripting (XSS) vulnerability - Patchstack CONFIRM

Hacking 6.5+ million websites => CVE-2022-29455 (Elementor) CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Vulnerability discovered by Rotem Bar (Patchstack Alliance)

Legacy QID Mappings

150529 WordPress Elementor Plugin: DOM-based Reflected Cross-Site Scripting (XSS) Vulnerability (CVE-2022-29455)

730522 WordPress Plugin Elementor - Reflected Cross-Site Scripting (XSS) Vulnerability

https://cve.report/
https://cve.report/CVE-2022-29455/mitre
https://cve.report/CVE-2022-29455/nist
https://cve.report/CVE-2022-29455/cve_org
https://cve.report/CVE-2022-29455.pdf
http://cve.report/vendor/elementor
http://cve.report/software/elementor/website_builder
https://wordpress.org/plugins/elementor/#developers
https://patchstack.com/database/vulnerability/elementor/wordpress-elementor-plugin-3-5-5-unauthenticated-dom-based-reflected-cross-site-scripting-xss-vulnerability
https://rotem-bar.com/hacking-65-million-websites-greater-cve-2022-29455-elementor
https://www.cve.org/CVERecord?id=CVE-2022-29455
https://nvd.nist.gov/vuln/detail/CVE-2022-29455
http://cve.report/qid/150529
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