=

VE-2022-294

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-29488
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 14:15:00 UTC
Updated 2023-06-28 20:30:00 UTC
Description The affected product is vulnerable to an out-of-bounds read via uninitialized pointer, which may allow an attacker to execute
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Risk And Classification

Problem Types: CWE-824

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hornerautomation Cscape All All All All
Application Hornerautomation Cscape 9.90 - All All
Application Hornerautomation Cscape 9.90 sp1 All All
Application Hornerautomation Cscape 9.90 sp2 All All
Application Hornerautomation Cscape 9.90 sp3 All All
Application Hornerautomation Cscape 9.90 sp4 All All
Application Hornerautomation Cscape 9.90 sp5 All All
Reference Source Link Tags

Horner Automation Cscape Csfont | CISA MISC WWW.cisa.gov

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Michael Heinzl reported these vulnerabilities to CISA.
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https://cve.report/api/cve/CVE-2022-29488.json
https://cve.report/CVE-2022-29488.pdf
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
http://cve.report/vendor/hornerautomation
http://cve.report/software/hornerautomation/cscape
https://www.cisa.gov/uscert/ics/advisories/icsa-22-146-02
https://www.cve.org/CVERecord?id=CVE-2022-29488
https://nvd.nist.gov/vuln/detail/CVE-2022-29488

Legacy QID Mappings

590901 Horner Automation Cscape Csfont Multiple Vulnerabilities (ICSA-22-146-02)
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