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Summary

CVE CVE-2022-29493

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-16 21:15:00 UTC

Updated 2023-03-13 15:06:00 UTC

Description Uncaught exception in webserver for the Integrated BMC in some Intel(R) platforms before versions 2.86, 2.09 and 2.78 may allow a privileged user to potentially enable denial of service via network access.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Intel Baseboard Management Controller Firmware All All All All

Hardware Intel C252 - All All All

Hardware Intel C256 - All All All

Hardware Intel C621 - All All All

Hardware Intel C621a - All All All

Hardware Intel C622 - All All All

Hardware Intel C624 - All All All

Hardware Intel C625 - All All All

Hardware Intel C626 - All All All

Hardware Intel C627 - All All All

Hardware Intel C627a - All All All

Hardware Intel C628 - All All All

Hardware Intel C629 - All All All

Hardware Intel C629a - All All All

Hardware Intel Xeon Bronze 3104 - All All All

Hardware Intel Xeon Bronze 3106 - All All All

Hardware Intel Xeon Bronze 3204 - All All All
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Hardware Intel Xeon Bronze 3204 - All All All

Hardware Intel Xeon Bronze 3206r - All All All

Hardware Intel Xeon E-2124 - All All All

Hardware Intel Xeon E-2124g - All All All

Hardware Intel Xeon E-2126g - All All All

Hardware Intel Xeon E-2134 - All All All

Hardware Intel Xeon E-2136 - All All All

Hardware Intel Xeon E-2144g - All All All

Hardware Intel Xeon E-2146g - All All All

Hardware Intel Xeon E-2174g - All All All

Hardware Intel Xeon E-2176g - All All All

Hardware Intel Xeon E-2176m - All All All

Hardware Intel Xeon E-2186g - All All All

Hardware Intel Xeon E-2186m - All All All

Hardware Intel Xeon E-2224 - All All All

Hardware Intel Xeon E-2224g - All All All

Hardware Intel Xeon E-2226g - All All All

Hardware Intel Xeon E-2226ge - All All All

Hardware Intel Xeon E-2234 - All All All

Hardware Intel Xeon E-2236 - All All All

Hardware Intel Xeon E-2244g - All All All

Hardware Intel Xeon E-2246g - All All All

Hardware Intel Xeon E-2254me - All All All

Hardware Intel Xeon E-2254ml - All All All

Hardware Intel Xeon E-2274g - All All All

Hardware Intel Xeon E-2276g - All All All

Hardware Intel Xeon E-2276m - All All All

Hardware Intel Xeon E-2276me - All All All

Hardware Intel Xeon E-2276ml - All All All

Hardware Intel Xeon E-2278g - All All All

Hardware Intel Xeon E-2278ge - All All All

Hardware Intel Xeon E-2278gel - All All All

Hardware Intel Xeon E-2286g - All All All

Hardware Intel Xeon E-2286m - All All All

Hardware Intel Xeon E-2288g - All All All

Hardware Intel Xeon E-2314 - All All All
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Hardware Intel Xeon E-2324g - All All All

Hardware Intel Xeon E-2334 - All All All

Hardware Intel Xeon E-2336 - All All All

Hardware Intel Xeon E-2356g - All All All

Hardware Intel Xeon E-2374g - All All All

Hardware Intel Xeon E-2378 - All All All

Hardware Intel Xeon E-2378g - All All All

Hardware Intel Xeon E-2386g - All All All

Hardware Intel Xeon E-2388g - All All All

Hardware Intel Xeon Gold 5115 - All All All

Hardware Intel Xeon Gold 5118 - All All All

Hardware Intel Xeon Gold 5119t - All All All

Hardware Intel Xeon Gold 5120 - All All All

Hardware Intel Xeon Gold 5120t - All All All

Hardware Intel Xeon Gold 5122 - All All All

Hardware Intel Xeon Gold 5215 - All All All

Hardware Intel Xeon Gold 5215l - All All All

Hardware Intel Xeon Gold 5217 - All All All

Hardware Intel Xeon Gold 5218 - All All All

Hardware Intel Xeon Gold 5218b - All All All

Hardware Intel Xeon Gold 5218n - All All All

Hardware Intel Xeon Gold 5218r - All All All

Hardware Intel Xeon Gold 5218t - All All All

Hardware Intel Xeon Gold 5220 - All All All

Hardware Intel Xeon Gold 5220r - All All All

Hardware Intel Xeon Gold 5220s - All All All

Hardware Intel Xeon Gold 5220t - All All All

Hardware Intel Xeon Gold 5222 - All All All

Hardware Intel Xeon Gold 5315y - All All All

Hardware Intel Xeon Gold 5317 - All All All

Hardware Intel Xeon Gold 5318h - All All All

Hardware Intel Xeon Gold 5318n - All All All

Hardware Intel Xeon Gold 5318s - All All All

Hardware Intel Xeon Gold 5318y - All All All

Hardware Intel Xeon Gold 5320 - All All All

Hardware Intel Xeon Gold 5320h - All All All
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Hardware Intel Xeon Gold 5320h - All All All

Hardware Intel Xeon Gold 5320t - All All All

Hardware Intel Xeon Gold 6126 - All All All

Hardware Intel Xeon Gold 6126f - All All All

Hardware Intel Xeon Gold 6126t - All All All

Hardware Intel Xeon Gold 6128 - All All All

Hardware Intel Xeon Gold 6130 - All All All

Hardware Intel Xeon Gold 6130f - All All All

Hardware Intel Xeon Gold 6130t - All All All

Hardware Intel Xeon Gold 6132 - All All All

Hardware Intel Xeon Gold 6134 - All All All

Hardware Intel Xeon Gold 6136 - All All All

Hardware Intel Xeon Gold 6138 - All All All

Hardware Intel Xeon Gold 6138f - All All All

Hardware Intel Xeon Gold 6138p - All All All

Hardware Intel Xeon Gold 6138t - All All All

Hardware Intel Xeon Gold 6140 - All All All

Hardware Intel Xeon Gold 6142 - All All All

Hardware Intel Xeon Gold 6142f - All All All

Hardware Intel Xeon Gold 6144 - All All All

Hardware Intel Xeon Gold 6146 - All All All

Hardware Intel Xeon Gold 6148 - All All All

Hardware Intel Xeon Gold 6148f - All All All

Hardware Intel Xeon Gold 6150 - All All All

Hardware Intel Xeon Gold 6152 - All All All

Hardware Intel Xeon Gold 6154 - All All All

Hardware Intel Xeon Gold 6208u - All All All

Hardware Intel Xeon Gold 6209u - All All All

Hardware Intel Xeon Gold 6210u - All All All

Hardware Intel Xeon Gold 6212u - All All All

Hardware Intel Xeon Gold 6222v - All All All

Hardware Intel Xeon Gold 6226 - All All All

Hardware Intel Xeon Gold 6226r - All All All

Hardware Intel Xeon Gold 6230 - All All All

Hardware Intel Xeon Gold 6230n - All All All

Hardware Intel Xeon Gold 6230r - All All All
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Hardware Intel Xeon Gold 6230t - All All All

Hardware Intel Xeon Gold 6234 - All All All

Hardware Intel Xeon Gold 6238 - All All All

Hardware Intel Xeon Gold 6238l - All All All

Hardware Intel Xeon Gold 6238r - All All All

Hardware Intel Xeon Gold 6238t - All All All

Hardware Intel Xeon Gold 6240 - All All All

Hardware Intel Xeon Gold 6240l - All All All

Hardware Intel Xeon Gold 6240r - All All All

Hardware Intel Xeon Gold 6240y - All All All

Hardware Intel Xeon Gold 6242 - All All All

Hardware Intel Xeon Gold 6242r - All All All

Hardware Intel Xeon Gold 6244 - All All All

Hardware Intel Xeon Gold 6246 - All All All

Hardware Intel Xeon Gold 6246r - All All All

Hardware Intel Xeon Gold 6248 - All All All

Hardware Intel Xeon Gold 6248r - All All All

Hardware Intel Xeon Gold 6250 - All All All

Hardware Intel Xeon Gold 6250l - All All All

Hardware Intel Xeon Gold 6252 - All All All

Hardware Intel Xeon Gold 6252n - All All All

Hardware Intel Xeon Gold 6254 - All All All

Hardware Intel Xeon Gold 6256 - All All All

Hardware Intel Xeon Gold 6258r - All All All

Hardware Intel Xeon Gold 6262v - All All All

Hardware Intel Xeon Gold 6312u - All All All

Hardware Intel Xeon Gold 6314u - All All All

Hardware Intel Xeon Gold 6326 - All All All

Hardware Intel Xeon Gold 6328h - All All All

Hardware Intel Xeon Gold 6328hl - All All All

Hardware Intel Xeon Gold 6330 - All All All

Hardware Intel Xeon Gold 6330h - All All All

Hardware Intel Xeon Gold 6330n - All All All

Hardware Intel Xeon Gold 6334 - All All All

Hardware Intel Xeon Gold 6336y - All All All
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Hardware Intel Xeon Gold 6338 - All All All

Hardware Intel Xeon Gold 6338n - All All All

Hardware Intel Xeon Gold 6338t - All All All

Hardware Intel Xeon Gold 6342 - All All All

Hardware Intel Xeon Gold 6346 - All All All

Hardware Intel Xeon Gold 6348 - All All All

Hardware Intel Xeon Gold 6348h - All All All

Hardware Intel Xeon Gold 6354 - All All All

Hardware Intel Xeon Platinum 8153 - All All All

Hardware Intel Xeon Platinum 8156 - All All All

Hardware Intel Xeon Platinum 8158 - All All All

Hardware Intel Xeon Platinum 8160 - All All All

Hardware Intel Xeon Platinum 8160f - All All All

Hardware Intel Xeon Platinum 8160t - All All All

Hardware Intel Xeon Platinum 8164 - All All All

Hardware Intel Xeon Platinum 8168 - All All All

Hardware Intel Xeon Platinum 8170 - All All All

Hardware Intel Xeon Platinum 8176 - All All All

Hardware Intel Xeon Platinum 8176f - All All All

Hardware Intel Xeon Platinum 8180 - All All All

Hardware Intel Xeon Platinum 8253 - All All All

Hardware Intel Xeon Platinum 8256 - All All All

Hardware Intel Xeon Platinum 8260 - All All All

Hardware Intel Xeon Platinum 8260l - All All All

Hardware Intel Xeon Platinum 8260y - All All All

Hardware Intel Xeon Platinum 8268 - All All All

Hardware Intel Xeon Platinum 8270 - All All All

Hardware Intel Xeon Platinum 8276 - All All All

Hardware Intel Xeon Platinum 8276l - All All All

Hardware Intel Xeon Platinum 8280 - All All All

Hardware Intel Xeon Platinum 8280l - All All All

Hardware Intel Xeon Platinum 8351n - All All All

Hardware Intel Xeon Platinum 8352m - All All All

Hardware Intel Xeon Platinum 8352s - All All All

Hardware Intel Xeon Platinum 8352v - All All All

Hardware Intel Xeon Platinum 8352y - All All All
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