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Summary

CVE CVE-2022-29516

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 15:15:00 UTC

Updated 2022-06-01 16:58:00 UTC

Description The web console of FUJITSU Network IPCOM series (IPCOM EX2 IN(3200, 3500), IPCOM EX2 LB(1100, 3200, 3500), IPCOM EX2 SC(1100, 3200, 3500), IPCOM EX2 NW(1100, 3200, 3500), IPCOM EX2 DC, IPCOM EX2 DC, IPCOM EX IN(2300, 2500, 2700), IPCOM EX LB(1100, 1300, 2300, 2500, 2700), IPCOM EX SC(1100, 1300, 2300, 2500, 2700), and IPCOM EX NW(1100, 1300, 2300, 2500, 2700)) allows a remote attacker to execute an arbitrary OS command via unspecified vectors.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujitsu Ipcom Ex2 Dc 3200 - All All All

Operating System Fujitsu Ipcom Ex2 Dc 3200 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Dc 3500 - All All All

Operating System Fujitsu Ipcom Ex2 Dc 3500 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 In 1100 - All All All

Operating System Fujitsu Ipcom Ex2 In 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 In 3200 - All All All

Operating System Fujitsu Ipcom Ex2 In 3200 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 In 3500 - All All All

Operating System Fujitsu Ipcom Ex2 In 3500 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Lb 1100 - All All All

Operating System Fujitsu Ipcom Ex2 Lb 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Lb 3200 - All All All

Operating System Fujitsu Ipcom Ex2 Lb 3200 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Lb 3500 - All All All

Operating System Fujitsu Ipcom Ex2 Lb 3500 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Nw 1100 - All All All
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Hardware Fujitsu Ipcom Ex2 Nw 1100 - All All All

Operating System Fujitsu Ipcom Ex2 Nw 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Nw 3200 - All All All

Operating System Fujitsu Ipcom Ex2 Nw 3200 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Nw 3500 - All All All

Operating System Fujitsu Ipcom Ex2 Nw 3500 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Sc 1100 - All All All

Operating System Fujitsu Ipcom Ex2 Sc 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Sc 3200 - All All All

Operating System Fujitsu Ipcom Ex2 Sc 3200 Firmware All All All All

Hardware Fujitsu Ipcom Ex2 Sc 3500 - All All All

Operating System Fujitsu Ipcom Ex2 Sc 3500 Firmware All All All All

Hardware Fujitsu Ipcom Ex In 2300 - All All All

Operating System Fujitsu Ipcom Ex In 2300 Firmware All All All All

Hardware Fujitsu Ipcom Ex In 2500 - All All All

Operating System Fujitsu Ipcom Ex In 2500 Firmware All All All All

Hardware Fujitsu Ipcom Ex In 2700 - All All All

Operating System Fujitsu Ipcom Ex In 2700 Firmware All All All All

Hardware Fujitsu Ipcom Ex Lb 1100 - All All All

Operating System Fujitsu Ipcom Ex Lb 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex Lb 1300 - All All All

Operating System Fujitsu Ipcom Ex Lb 1300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Lb 2300 - All All All

Operating System Fujitsu Ipcom Ex Lb 2300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Lb 2500 - All All All

Operating System Fujitsu Ipcom Ex Lb 2500 Firmware All All All All

Hardware Fujitsu Ipcom Ex Lb 2700 - All All All

Operating System Fujitsu Ipcom Ex Lb 2700 Firmware All All All All

Hardware Fujitsu Ipcom Ex Nw 1100 - All All All

Operating System Fujitsu Ipcom Ex Nw 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex Nw 1300 - All All All

Operating System Fujitsu Ipcom Ex Nw 1300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Nw 2300 - All All All

Operating System Fujitsu Ipcom Ex Nw 2300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Nw 2500 - All All All

Operating System Fujitsu Ipcom Ex Nw 2500 Firmware All All All All
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Hardware Fujitsu Ipcom Ex Nw 2700 - All All All

Operating System Fujitsu Ipcom Ex Nw 2700 Firmware All All All All

Hardware Fujitsu Ipcom Ex Sc 1100 - All All All

Operating System Fujitsu Ipcom Ex Sc 1100 Firmware All All All All

Hardware Fujitsu Ipcom Ex Sc 1300 - All All All

Operating System Fujitsu Ipcom Ex Sc 1300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Sc 2300 - All All All

Operating System Fujitsu Ipcom Ex Sc 2300 Firmware All All All All

Hardware Fujitsu Ipcom Ex Sc 2500 - All All All

Operating System Fujitsu Ipcom Ex Sc 2500 Firmware All All All All

Hardware Fujitsu Ipcom Ex Sc 2700 - All All All

Operating System Fujitsu Ipcom Ex Sc 2700 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls 100 - All All All

Operating System Fujitsu Ipcom Ve2 Ls 100 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls 200 - All All All

Operating System Fujitsu Ipcom Ve2 Ls 200 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls 220 - All All All

Operating System Fujitsu Ipcom Ve2 Ls 220 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls Plus2 200 - All All All

Operating System Fujitsu Ipcom Ve2 Ls Plus2 200 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls Plus2 220 - All All All

Operating System Fujitsu Ipcom Ve2 Ls Plus2 220 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls Plus 100 - All All All

Operating System Fujitsu Ipcom Ve2 Ls Plus 100 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls Plus 200 - All All All

Operating System Fujitsu Ipcom Ve2 Ls Plus 200 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Ls Plus 220 - All All All

Operating System Fujitsu Ipcom Ve2 Ls Plus 220 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc 100 - All All All

Operating System Fujitsu Ipcom Ve2 Sc 100 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc 200 - All All All

Operating System Fujitsu Ipcom Ve2 Sc 200 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc 220 - All All All

Operating System Fujitsu Ipcom Ve2 Sc 220 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc Plus 100 - All All All

Operating System Fujitsu Ipcom Ve2 Sc Plus 100 Firmware All All All All
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Operating System Fujitsu Ipcom Ve2 Sc Plus 100 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc Plus 200 - All All All

Operating System Fujitsu Ipcom Ve2 Sc Plus 200 Firmware All All All All

Hardware Fujitsu Ipcom Ve2 Sc Plus 220 - All All All

Operating System Fujitsu Ipcom Ve2 Sc Plus 220 Firmware All All All All

References

Reference Source Link

IPCOM シリーズのコマンド操作端末／Webブラウザ端末とIPCOM間通信における脆弱性について : 富士通 MISC www.fujitsu.com

JVN#96561229: Multiple vulnerabilities in Operation management interface of FUJITSU Network IPCOM MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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