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Summary

CVE CVE-2022-29519

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-28 13:15:00 UTC

Updated 2022-07-08 14:57:00 UTC

Description Cleartext transmission of sensitive information vulnerability exists in STARDOM FCN Controller and FCJ Controller R1.01 to R4.31, which may allow an adjacent attacker to login the affected products and alter device configuration settings or tamper with device firmware.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Yokogawa Stardom Fcj - All All All

Operating System Yokogawa Stardom Fcj Firmware All All All All

Hardware Yokogawa Stardom Fcn - All All All

Operating System Yokogawa Stardom Fcn Firmware All All All All

References

Reference Source Link Tags

Yokogawa STARDOM | CISA MISC www.cisa.gov

web-material3.yokogawa.com/19/32885/files/YSAR-22-0007-J.pdf MISC web-material3.yokogawa.com

web-material3.yokogawa.com/1/32885/files/YSAR-22-0007-E.pdf MISC web-material3.yokogawa.com

JVNVU#95452299: YOKOGAWA STARDOMのコントローラーに複数の脆弱性 MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-29519/mitre
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