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Summary

CVE CVE-2022-29526

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-23 17:15:00 UTC

Updated 2023-11-07 03:46:00 UTC

Description Go before 1.17.10 and 1.18.x before 1.18.2 has Incorrect Privilege Assignment. When called with a non-zero flags parameter, the Faccessat function could incorrectly report that a file is accessible.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Golang Go All All All All

Operating System Linux Linux Kernel - All All All

Application Netapp Beegfs Csi Driver - All All All

References

Reference Source Link

[SECURITY] Fedora 36 Update: golang-github-chromedp-0.8.1-2.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: aquatone-1.7.0-7.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: golang-github-chromedp-0.8.1-2.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security] Go 1.18.2 and Go 1.17.10 are released MISC groups.google.com

Go: Multiple Vulnerabilities (GLSA 202208-02) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 36 Update: aquatone-1.7.0-7.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: golang-1.16.15-3.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2022-29526 Golang Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 35 Update: golang-1.16.15-3.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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syscall: Faccessat checks wrong group · Issue #52313 · golang/go · GitHub MISC github.com

[SECURITY] Fedora 35 Update: fzf-0.29.0-2.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: fzf-0.29.0-2.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

golang-announce - Google Groups MISC groups.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159885 Oracle Enterprise Linux Security Update for go-toolset:ol8addon (ELSA-2022-14844)

159959 Oracle Enterprise Linux Security Update for go-toolset:ol8 (ELSA-2022-5337)

159981 Oracle Enterprise Linux Security Update for go-toolset:ol8addon (ELSA-2022-17956)

199304 Ubuntu Security Notification for Go Vulnerabilities (USN-6038-1)

240503 Red Hat Update for go-toolset:rhel8 (RHSA-2022:5337)

282893 Fedora Security Update for 3mux (FEDORA-2022-fae3ecee19)

282927 Fedora Security Update for golang (FEDORA-2022-ffe7dba2cb)

282931 Fedora Security Update for apptainer (FEDORA-2022-ba365d3703)

282947 Fedora Security Update for 3mux (FEDORA-2022-3969b64d4b)

283049 Fedora Security Update for fzf (FEDORA-2022-30c5ed5625)

284299 Fedora Security Update for etcd (FEDORA-2022-28d38313c8)

354064 Amazon Linux Security Advisory for golist : ALAS2-2022-1847

354067 Amazon Linux Security Advisory for golang : ALAS2-2022-1846

354069 Amazon Linux Security Advisory for golang : ALAS-2022-1635

354083 Amazon Linux Security Advisory for runc : ALAS2DOCKER-2022-020

354088 Amazon Linux Security Advisory for golang-github-syndtr-gocapability : ALAS2-2022-1865

354089 Amazon Linux Security Advisory for golang-googlecode-sqlite : ALAS2-2022-1862

354090 Amazon Linux Security Advisory for golang-github-kr-pty : ALAS2-2022-1864

354091 Amazon Linux Security Advisory for go-rpm-macros : ALAS2-2022-1863

354092 Amazon Linux Security Advisory for golang-googlecode-net : ALAS2-2022-1861

354093 Amazon Linux Security Advisory for golang-github-gorilla-mux : ALAS2-2022-1860
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354093 Amazon Linux Security Advisory for golang-github-gorilla-mux : ALAS2-2022-1860

354094 Amazon Linux Security Advisory for golang-github-gorilla-context : ALAS2-2022-1859

354096 Amazon Linux Security Advisory for golang-github-godbus-dbus : ALAS2-2022-1858

354370 Amazon Linux Security Advisory for golang-github-cpuguy83-md2man : ALAS2022-2022-140

354493 Amazon Linux Security Advisory for golist : ALAS2022-2022-133

354504 Amazon Linux Security Advisory for golist : ALAS2022-2022-192

354527 Amazon Linux Security Advisory for golang : ALAS2022-2022-193

354566 Amazon Linux Security Advisory for golang : ALAS-2022-193

355111 Amazon Linux Security Advisory for golist : ALAS2023-2023-046

355186 Amazon Linux Security Advisory for golang-github-cpuguy83-md2man : ALAS2023-2023-047

355212 Amazon Linux Security Advisory for golang : ALAS2023-2023-048

377375 Alibaba Cloud Linux Security Update for go-toolset:rhel8 (ALINUX3-SA-2022:0131)

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

502053 Alpine Linux Security Update for docker

504675 Alpine Linux Security Update for docker

672207 EulerOS Security Update for golang (EulerOS-SA-2022-2462)

672294 EulerOS Security Update for golang (EulerOS-SA-2022-2651)

672302 EulerOS Security Update for golang (EulerOS-SA-2022-2683)

690869 Free Berkeley Software Distribution (FreeBSD) Security Update for go (a1360138-d446-11ec-8ea1-10c37b4ac2ea)

710584 Gentoo Linux Go Multiple Vulnerabilities (GLSA 202208-02)

753113 SUSE Enterprise Linux Security Update for go1.17 (SUSE-SU-2022:1862-1)

753467 SUSE Enterprise Linux Security Update for go1.18 (SUSE-SU-2022:1829-1)

754047 SUSE Enterprise Linux Security Update for go1.18-openssl (SUSE-SU-2023:2312-1)

907645 Common Base Linux Mariner (CBL-Mariner) Security Update for kured (31975-1)

907891 Common Base Linux Mariner (CBL-Mariner) Security Update for nmi (33622)

907981 Common Base Linux Mariner (CBL-Mariner) Security Update for nmi (33622-1)

907989 Common Base Linux Mariner (CBL-Mariner) Security Update for sriov-network-device-plugin (33644-1)

908019 Common Base Linux Mariner (CBL-Mariner) Security Update for prometheus (33629-1)
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908075 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (37490-1)

960300 Rocky Linux Security Update for go-toolset:rhel8 (RLSA-2022:5337)

960612 Rocky Linux Security Update for go-toolset and golang (RLSA-2022:5799)
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