CVE-2022-29528

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-29528

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-20 23:15:00 UTC

Updated 2023-12-21 03:15:00 UTC

Description An issue was discovered in MISP before 2.4.158. PHAR deserialization can occur.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Misp Misp All All All All
Reference

MISP - PHAR deserialization | Web Application Security Testing

Comparing v2.4.157...v2.4.158 - MISP/MISP - GitHub

CakePHP Application Cybersecurity Research - Exploring the PHAR Deserialization PHP Vulnerability: A White Box Testing Example | Web A
fix: [security] Sanitise paths for several file interactions - MISP/MISP@93821¢0 - GitHub

fix: [security] unregister phar from stream wrappers globally for all... - MISP/MISP@0108f1b - GitHub

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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