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The default configuration of a TreeGrid component uses Object::toString as a key on the client-side and server communical
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Vaadin Vaadin 23.0.0 - All All
Vaadin Vaadin 23.0.0 beta2 All All
Vaadin Vaadin 23.0.0 beta3 All All
Vaadin Vaadin 23.0.0 beta4 All All
Vaadin Vaadin 23.0.0 rci All All
Vaadin Vaadin 23.1.0 alphat All All
Vaadin Vaadin 23.1.0 alpha2 All All
Vaadin Vaadin 23.1.0 alpha3 All All
Vaadin Vaadin 23.1.0 alpha4 All All
Vaadin Vaadin All All All All
Vaadin Vaadin All All All All
Vaadin Vaadin All All All All
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CVE-2022-29567: Possible information disclosure inside TreeGrid component with default data provider MISC

fix: Use incremental numeric id as a key for Tree Grid items by mshabarov - Pull Request #3046 - vaadin/flow-components - GitHub ~ MISC


https://cve.report/
https://cve.report/CVE-2022-29567/mitre
https://cve.report/CVE-2022-29567/nist
https://cve.report/CVE-2022-29567/cve_org
https://cve.report/api/cve/CVE-2022-29567.json
https://cve.report/CVE-2022-29567.pdf
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
http://cve.report/vendor/vaadin
http://cve.report/software/vaadin/vaadin
https://vaadin.com/security/cve-2022-29567
https://github.com/vaadin/flow-components/pull/3046

CVE Program record CVE.OI

NVD vulnerability detail NVD
K | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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