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Summary

CVE CVE-2022-29588

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-16 06:15:00 UTC

Updated 2022-05-30 00:19:00 UTC

Description Konica Minolta bizhub MFP devices before 2022-04-14 use cleartext password storage for the /var/log/nginx/html/ADMINPASS and /etc/shadow files.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Konicaminolta Bizhub 226i - All All All

Operating System Konicaminolta Bizhub 226i Firmware All All All All

Hardware Konicaminolta Bizhub 227 - All All All

Operating System Konicaminolta Bizhub 227 Firmware All All All All

Hardware Konicaminolta Bizhub 246i - All All All

Operating System Konicaminolta Bizhub 246i Firmware All All All All

Hardware Konicaminolta Bizhub 287 - All All All

Operating System Konicaminolta Bizhub 287 Firmware All All All All

Hardware Konicaminolta Bizhub 306i - All All All

Operating System Konicaminolta Bizhub 306i Firmware All All All All

Hardware Konicaminolta Bizhub 308 - All All All

Hardware Konicaminolta Bizhub 308e - All All All

Operating System Konicaminolta Bizhub 308e Firmware All All All All

Operating System Konicaminolta Bizhub 308 Firmware All All All All

Hardware Konicaminolta Bizhub 367 - All All All

Operating System Konicaminolta Bizhub 367 Firmware All All All All

Hardware Konicaminolta Bizhub 368 - All All All
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Hardware Konicaminolta Bizhub 368 - All All All

Hardware Konicaminolta Bizhub 368e - All All All

Operating System Konicaminolta Bizhub 368e Firmware All All All All

Operating System Konicaminolta Bizhub 368 Firmware All All All All

Hardware Konicaminolta Bizhub 4052 - All All All

Operating System Konicaminolta Bizhub 4052 Firmware All All All All

Hardware Konicaminolta Bizhub 458 - All All All

Hardware Konicaminolta Bizhub 458e - All All All

Operating System Konicaminolta Bizhub 458e Firmware All All All All

Operating System Konicaminolta Bizhub 458 Firmware All All All All

Hardware Konicaminolta Bizhub 4752 - All All All

Operating System Konicaminolta Bizhub 4752 Firmware All All All All

Hardware Konicaminolta Bizhub 558 - All All All

Hardware Konicaminolta Bizhub 558e - All All All

Operating System Konicaminolta Bizhub 558e Firmware All All All All

Operating System Konicaminolta Bizhub 558 Firmware All All All All

Hardware Konicaminolta Bizhub 658e - All All All

Operating System Konicaminolta Bizhub 658e Firmware All All All All

Hardware Konicaminolta Bizhub 758 - All All All

Operating System Konicaminolta Bizhub 758 Firmware All All All All

Hardware Konicaminolta Bizhub 808 - All All All

Operating System Konicaminolta Bizhub 808 Firmware All All All All

Hardware Konicaminolta Bizhub 958 - All All All

Operating System Konicaminolta Bizhub 958 Firmware All All All All

Hardware Konicaminolta Bizhub C227 - All All All

Operating System Konicaminolta Bizhub C227 Firmware All All All All

Hardware Konicaminolta Bizhub C250i - All All All

Operating System Konicaminolta Bizhub C250i Firmware All All All All

Hardware Konicaminolta Bizhub C258 - All All All

Operating System Konicaminolta Bizhub C258 Firmware All All All All

Hardware Konicaminolta Bizhub C287 - All All All

Operating System Konicaminolta Bizhub C287 Firmware All All All All

Hardware Konicaminolta Bizhub C300i - All All All

Operating System Konicaminolta Bizhub C300i Firmware All All All All

Hardware Konicaminolta Bizhub C308 - All All All

Operating System Konicaminolta Bizhub C308 Firmware All All All All
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Hardware Konicaminolta Bizhub C3300i - All All All

Operating System Konicaminolta Bizhub C3300i Firmware All All All All

Hardware Konicaminolta Bizhub C3320i - All All All

Operating System Konicaminolta Bizhub C3320i Firmware All All All All

Hardware Konicaminolta Bizhub C3350i - All All All

Operating System Konicaminolta Bizhub C3350i Firmware All All All All

Hardware Konicaminolta Bizhub C3351 - All All All

Operating System Konicaminolta Bizhub C3351 Firmware All All All All

Hardware Konicaminolta Bizhub C360i - All All All

Operating System Konicaminolta Bizhub C360i Firmware All All All All

Hardware Konicaminolta Bizhub C368 - All All All

Operating System Konicaminolta Bizhub C368 Firmware All All All All

Hardware Konicaminolta Bizhub C3851 - All All All

Hardware Konicaminolta Bizhub C3851fs - All All All

Operating System Konicaminolta Bizhub C3851fs Firmware All All All All

Operating System Konicaminolta Bizhub C3851 Firmware All All All All

Hardware Konicaminolta Bizhub C4000i - All All All

Operating System Konicaminolta Bizhub C4000i Firmware All All All All

Hardware Konicaminolta Bizhub C4050i - All All All

Operating System Konicaminolta Bizhub C4050i Firmware All All All All

Hardware Konicaminolta Bizhub C450i - All All All

Operating System Konicaminolta Bizhub C450i Firmware All All All All

Hardware Konicaminolta Bizhub C458 - All All All

Operating System Konicaminolta Bizhub C458 Firmware All All All All

Hardware Konicaminolta Bizhub C550i - All All All

Operating System Konicaminolta Bizhub C550i Firmware All All All All

Hardware Konicaminolta Bizhub C558 - All All All

Operating System Konicaminolta Bizhub C558 Firmware All All All All

Hardware Konicaminolta Bizhub C650i - All All All

Operating System Konicaminolta Bizhub C650i Firmware All All All All

Hardware Konicaminolta Bizhub C658 - All All All

Operating System Konicaminolta Bizhub C658 Firmware All All All All

Hardware Konicaminolta Bizhub C659 - All All All

Operating System Konicaminolta Bizhub C659 Firmware All All All All

Hardware Konicaminolta Bizhub C759 - All All All

Operating System Konicaminolta Bizhub C759 Firmware All All All All
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Operating System Konicaminolta Bizhub C759 Firmware All All All All

Hardware Konicaminolta Bizhub Pro958 - All All All

Operating System Konicaminolta Bizhub Pro958 Firmware All All All All

References

Reference Source Link Tags

Vulnerability Lab - SEC Consult MISC sec-consult.com

Konica Minolta bizhub MFP Printer Terminal Sandbox Escape ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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