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Summary

CVE CVE-2022-29611

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-11 15:15:00 UTC

Updated 2022-10-06 15:09:00 UTC

Description SAP NetWeaver Application Server for ABAP and ABAP Platform do not perform necessary authorization checks for an authenticated user, resulting in escalation of privileges.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Netweaver Application Server Abap 700 All All All

Application Sap Netweaver Application Server Abap 701 All All All

Application Sap Netweaver Application Server Abap 702 All All All

Application Sap Netweaver Application Server Abap 710 All All All

Application Sap Netweaver Application Server Abap 711 All All All

Application Sap Netweaver Application Server Abap 730 All All All

Application Sap Netweaver Application Server Abap 731 All All All

Application Sap Netweaver Application Server Abap 740 All All All

Application Sap Netweaver Application Server Abap 750 All All All

Application Sap Netweaver Application Server Abap 751 All All All

Application Sap Netweaver Application Server Abap 752 All All All

Application Sap Netweaver Application Server Abap 753 All All All

Application Sap Netweaver Application Server Abap 754 All All All

Application Sap Netweaver Application Server Abap 755 All All All

Application Sap Netweaver Application Server Abap 756 All All All

Application Sap Netweaver Application Server Abap 787 All All All

Application Sap Netweaver Application Server Abap 788 All All All
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Application Sap Netweaver Application Server Abap 788 All All All

Application Sap Netweaver Application Server For Abap 700 All All All

Application Sap Netweaver Application Server For Abap 701 All All All

Application Sap Netweaver Application Server For Abap 702 All All All

Application Sap Netweaver Application Server For Abap 710 All All All

Application Sap Netweaver Application Server For Abap 711 All All All

Application Sap Netweaver Application Server For Abap 730 All All All

Application Sap Netweaver Application Server For Abap 731 All All All

Application Sap Netweaver Application Server For Abap 740 All All All

Application Sap Netweaver Application Server For Abap 750 All All All

Application Sap Netweaver Application Server For Abap 751 All All All

Application Sap Netweaver Application Server For Abap 752 All All All

Application Sap Netweaver Application Server For Abap 753 All All All

Application Sap Netweaver Application Server For Abap 754 All All All

Application Sap Netweaver Application Server For Abap 755 All All All

Application Sap Netweaver Application Server For Abap 756 All All All

Application Sap Netweaver Application Server For Abap 787 All All All

Application Sap Netweaver Application Server For Abap 788 All All All

References

Reference Source Link Tags

Access Denied MISC www.sap.com

launchpad.support.sap.com MISC launchpad.support.sap.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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87499 SAP NetWeaver AS ABAP and ABAP Platform Privilege Escalation Vulnerability
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