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Summary

CVE CVE-2022-29806

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-26 04:15:00 UTC

Updated 2022-05-06 13:07:00 UTC

Description ZoneMinder before 1.36.13 allows remote code execution via an invalid language. Ability to create a debug log file at an arbitrary pathname contributes to exploitability.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder All All All All

References

Reference Source Link Tags

Release The Memory Remains 1.36.13 · ZoneMinder/zoneminder · GitHub MISC github.com

detaint language file. · ZoneMinder/zoneminder@9fee64b · GitHub MISC github.com

ZoneMinder Language Settings Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE-2022-29806 - krastanoel MISC krastanoel.com

Released 1.36.13 The Memory Remains - ZoneMinder Forums MISC forums.zoneminder.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184163 Debian Security Update for zoneminder (CVE-2022-29806)

199513 Ubuntu Security Notification for ZoneMinder Vulnerabilities (USN-5889-1)
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http://packetstormsecurity.com/files/166980/ZoneMinder-Language-Settings-Remote-Code-Execution.html
https://krastanoel.com/cve/2022-29806
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