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Summary

CVE CVE-2022-29850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-26 00:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Various Lexmark products through 2022-04-27 allow an attacker who has already compromised an affected Lexmark device to maintain persistence across reboots.

Risk And Classification

Problem Types: CWE-20 | CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark B2236 - All All All

Operating System Lexmark B2236 Firmware All All All All

Hardware Lexmark B2338 - All All All

Operating System Lexmark B2338 Firmware All All All All

Hardware Lexmark B2442 - All All All

Operating System Lexmark B2442 Firmware All All All All

Hardware Lexmark B2546 - All All All

Operating System Lexmark B2546 Firmware All All All All

Hardware Lexmark B2650 - All All All

Operating System Lexmark B2650 Firmware All All All All

Hardware Lexmark B2865 - All All All

Operating System Lexmark B2865 Firmware All All All All

Hardware Lexmark B3340 - All All All

Operating System Lexmark B3340 Firmware All All All All

Hardware Lexmark B3442 - All All All

Operating System Lexmark B3442 Firmware All All All All

Hardware Lexmark C2240 - All All All
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Hardware Lexmark C2240 - All All All

Operating System Lexmark C2240 Firmware All All All All

Hardware Lexmark C2325 - All All All

Operating System Lexmark C2325 Firmware All All All All

Hardware Lexmark C2326 - All All All

Operating System Lexmark C2326 Firmware All All All All

Hardware Lexmark C2425 - All All All

Operating System Lexmark C2425 Firmware All All All All

Hardware Lexmark C2535 - All All All

Operating System Lexmark C2535 Firmware All All All All

Hardware Lexmark C3224 - All All All

Operating System Lexmark C3224 Firmware All All All All

Hardware Lexmark C3326 - All All All

Operating System Lexmark C3326 Firmware All All All All

Hardware Lexmark C3426 - All All All

Operating System Lexmark C3426 Firmware All All All All

Hardware Lexmark C4150 - All All All

Operating System Lexmark C4150 Firmware All All All All

Hardware Lexmark C6160 - All All All

Operating System Lexmark C6160 Firmware All All All All

Hardware Lexmark C9235 - All All All

Operating System Lexmark C9235 Firmware All All All All

Hardware Lexmark Cs331 - All All All

Operating System Lexmark Cs331 Firmware All All All All

Hardware Lexmark Cs421 - All All All

Operating System Lexmark Cs421 Firmware All All All All

Hardware Lexmark Cs431 - All All All

Operating System Lexmark Cs431 Firmware All All All All

Hardware Lexmark Cs439 - All All All

Operating System Lexmark Cs439 Firmware All All All All

Hardware Lexmark Cs521 - All All All

Operating System Lexmark Cs521 Firmware All All All All

Hardware Lexmark Cs622 - All All All

Operating System Lexmark Cs622 Firmware All All All All

Hardware Lexmark Cs720 - All All All

Operating System Lexmark Cs720 Firmware All All All All
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Hardware Lexmark Cs725 - All All All

Operating System Lexmark Cs725 Firmware All All All All

Hardware Lexmark Cs727 - All All All

Operating System Lexmark Cs727 Firmware All All All All

Hardware Lexmark Cs728 - All All All

Operating System Lexmark Cs728 Firmware All All All All

Hardware Lexmark Cs820 - All All All

Operating System Lexmark Cs820 Firmware All All All All

Hardware Lexmark Cs827 - All All All

Operating System Lexmark Cs827 Firmware All All All All

Hardware Lexmark Cs921 - All All All

Operating System Lexmark Cs921 Firmware All All All All

Hardware Lexmark Cs923 - All All All

Operating System Lexmark Cs923 Firmware All All All All

Hardware Lexmark Cs927 - All All All

Operating System Lexmark Cs927 Firmware All All All All

Hardware Lexmark Cx331 - All All All

Operating System Lexmark Cx331 Firmware All All All All

Hardware Lexmark Cx421 - All All All

Operating System Lexmark Cx421 Firmware All All All All

Hardware Lexmark Cx431 - All All All

Operating System Lexmark Cx431 Firmware All All All All

Hardware Lexmark Cx522 - All All All

Operating System Lexmark Cx522 Firmware All All All All

Hardware Lexmark Cx622 - All All All

Operating System Lexmark Cx622 Firmware All All All All

Hardware Lexmark Cx625 - All All All

Operating System Lexmark Cx625 Firmware All All All All

Hardware Lexmark Cx725 - All All All

Operating System Lexmark Cx725 Firmware All All All All

Hardware Lexmark Cx727 - All All All

Operating System Lexmark Cx727 Firmware All All All All

Hardware Lexmark Cx820 - All All All

Operating System Lexmark Cx820 Firmware All All All All

Hardware Lexmark Cx825 - All All All

Operating System Lexmark Cx825 Firmware All All All All
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Operating System Lexmark Cx825 Firmware All All All All

Hardware Lexmark Cx860 - All All All

Operating System Lexmark Cx860 Firmware All All All All

Hardware Lexmark Cx920 - All All All

Operating System Lexmark Cx920 Firmware All All All All

Hardware Lexmark Cx921 - All All All

Operating System Lexmark Cx921 Firmware All All All All

Hardware Lexmark Cx922 - All All All

Operating System Lexmark Cx922 Firmware All All All All

Hardware Lexmark Cx923 - All All All

Operating System Lexmark Cx923 Firmware All All All All

Hardware Lexmark Cx924 - All All All

Operating System Lexmark Cx924 Firmware All All All All

Hardware Lexmark M1242 - All All All

Operating System Lexmark M1242 Firmware All All All All

Hardware Lexmark M1246 - All All All

Operating System Lexmark M1246 Firmware All All All All

Hardware Lexmark M1342 - All All All

Operating System Lexmark M1342 Firmware All All All All

Hardware Lexmark M3250 - All All All

Operating System Lexmark M3250 Firmware All All All All

Hardware Lexmark M5255 - All All All

Operating System Lexmark M5255 Firmware All All All All

Hardware Lexmark M5270 - All All All

Operating System Lexmark M5270 Firmware All All All All

Hardware Lexmark Mb2236 - All All All

Operating System Lexmark Mb2236 Firmware All All All All

Hardware Lexmark Mb2442 - All All All

Operating System Lexmark Mb2442 Firmware All All All All

Hardware Lexmark Mb2546 - All All All

Operating System Lexmark Mb2546 Firmware All All All All

Hardware Lexmark Mb2650 - All All All

Operating System Lexmark Mb2650 Firmware All All All All

Hardware Lexmark Mb2770 - All All All

Operating System Lexmark Mb2770 Firmware All All All All

Hardware Lexmark Mb3442 - All All All
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Operating System Lexmark Mb3442 Firmware All All All All

Hardware Lexmark Mc2325 - All All All

Operating System Lexmark Mc2325 Firmware All All All All

Hardware Lexmark Mc2425 - All All All

Operating System Lexmark Mc2425 Firmware All All All All

Hardware Lexmark Mc2535 - All All All

Operating System Lexmark Mc2535 Firmware All All All All

Hardware Lexmark Mc2640 - All All All

Operating System Lexmark Mc2640 Firmware All All All All

Hardware Lexmark Mc3224 - All All All

Operating System Lexmark Mc3224 Firmware All All All All

Hardware Lexmark Mc3326 - All All All

Operating System Lexmark Mc3326 Firmware All All All All

Hardware Lexmark Mc3426 - All All All

Operating System Lexmark Mc3426 Firmware All All All All

Hardware Lexmark Ms321 - All All All

Operating System Lexmark Ms321 Firmware All All All All

Hardware Lexmark Ms331 - All All All

Operating System Lexmark Ms331 Firmware All All All All

Hardware Lexmark Ms421 - All All All

Operating System Lexmark Ms421 Firmware All All All All

Hardware Lexmark Ms431 - All All All

Operating System Lexmark Ms431 Firmware All All All All

Hardware Lexmark Ms521 - All All All

Operating System Lexmark Ms521 Firmware All All All All

Hardware Lexmark Ms621 - All All All

Operating System Lexmark Ms621 Firmware All All All All

Hardware Lexmark Ms622 - All All All

Operating System Lexmark Ms622 Firmware All All All All

Hardware Lexmark Ms725 - All All All

Operating System Lexmark Ms725 Firmware All All All All

Hardware Lexmark Ms821 - All All All

Operating System Lexmark Ms821 Firmware All All All All

Hardware Lexmark Ms822 - All All All

Operating System Lexmark Ms822 Firmware All All All All
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Hardware Lexmark Ms823 - All All All

Operating System Lexmark Ms823 Firmware All All All All

Hardware Lexmark Ms825 - All All All

Operating System Lexmark Ms825 Firmware All All All All

Hardware Lexmark Ms826 - All All All

Operating System Lexmark Ms826 Firmware All All All All

Hardware Lexmark Mx321 - All All All

Operating System Lexmark Mx321 Firmware All All All All

Hardware Lexmark Mx331 - All All All

Operating System Lexmark Mx331 Firmware All All All All

Hardware Lexmark Mx421 - All All All

Operating System Lexmark Mx421 Firmware All All All All

Hardware Lexmark Mx431 - All All All

Operating System Lexmark Mx431 Firmware All All All All

Hardware Lexmark Mx521 - All All All

Operating System Lexmark Mx521 Firmware All All All All

Hardware Lexmark Mx522 - All All All

Operating System Lexmark Mx522 Firmware All All All All

Hardware Lexmark Mx622 - All All All

Operating System Lexmark Mx622 Firmware All All All All

Hardware Lexmark Mx721 - All All All

Operating System Lexmark Mx721 Firmware All All All All

Hardware Lexmark Mx722 - All All All

Operating System Lexmark Mx722 Firmware All All All All

Hardware Lexmark Mx822 - All All All

Operating System Lexmark Mx822 Firmware All All All All

Hardware Lexmark Mx826 - All All All

Operating System Lexmark Mx826 Firmware All All All All

Hardware Lexmark Xc2235 - All All All

Operating System Lexmark Xc2235 Firmware All All All All

Hardware Lexmark Xc2326 - All All All

Operating System Lexmark Xc2326 Firmware All All All All

Hardware Lexmark Xc4140 - All All All

Operating System Lexmark Xc4140 Firmware All All All All

Hardware Lexmark Xc4143 - All All All

Operating System Lexmark Xc4143 Firmware All All All All
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