CVE-2022-29858

MITRE NVD CVE.ORG JSON API Print: PDF 1)

/

CVE CVE-2022-29858
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Published 2022-06-28 22:15:00 UTC
Updated 2022-07-08 01:08:00 UTC
Description Silverstripe silverstripe/assets through 1.10 is vulnerable to improper access control that allows protected images to be pub
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Type Vendor Product Version Update Edition Language

Application Silverstripe Assets All All All All

References

1]

CVE Program record

Reference Source

[CVE-2022-29858] Read grant config for regenerate_shortcode - silverstripe/silverstripe-assets@5f6a73b - GitHub  MISC

unprivileged user can publish a private file vulnerability found in silverstripe-assets MISC
Security Releases » Silverstripe CMS MISC
Latest Releases topics - Silverstripe Forum MISC
Blog - Tagged with release » Silverstripe CMS MISC
CVE-2022-29858 - Unpublished, protected files can be published via shortcode » Silverstripe CMS MISC

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
github.com
huntr.dev
www.silvers
forum.silver
www.silvers
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https://cve.report/
https://cve.report/CVE-2022-29858/mitre
https://cve.report/CVE-2022-29858/nist
https://cve.report/CVE-2022-29858/cve_org
https://cve.report/api/cve/CVE-2022-29858.json
https://cve.report/CVE-2022-29858.pdf
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/assets
https://github.com/silverstripe/silverstripe-assets/commit/5f6a73b010c01587ffbfb954441f6b7cbb54e767
https://huntr.dev/bounties/90e17d95-9f2f-44eb-9f26-49fa13a41d5a/
https://www.silverstripe.org/download/security-releases/
https://forum.silverstripe.org/c/releases
https://www.silverstripe.org/blog/tag/release
https://www.silverstripe.org/download/security-releases/cve-2022-29858
https://www.cve.org/CVERecord?id=CVE-2022-29858
https://nvd.nist.gov/vuln/detail/CVE-2022-29858
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