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Summary

CVE CVE-2022-29869

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-28 01:15:00 UTC

Updated 2023-11-24 15:15:00 UTC

Description cifs-utils through 6.14, with verbose logging, can cause an information leak when a file contains = (equal sign) characters but is not a valid credentials file.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Samba Cifs-utils All All All All

Application Samba Cifs-utils All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 35 Update: cifs-utils-6.15-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

mount.cifs: two bug fixes by ddiss · Pull Request #7 · piastry/cifs-utils · GitHub MISC github.com

[SECURITY] Fedora 36 Update: cifs-utils-6.15-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

LinuxCIFS utils: Multiple Vulnerabilities (GLSA 202311-05) — Gentoo security security.gentoo.org

[SECURITY] Fedora 34 Update: cifs-utils-6.15-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

mount.cifs: fix verbose messages on option parsing · piastry/cifs-utils@8acc963 · GitHub MISC github.com
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[SECURITY] Fedora 34 Update: cifs-utils-6.15-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: cifs-utils-6.15-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: cifs-utils-6.15-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 3009-1] cifs-utils security update MLIST lists.debian.org

Debian -- Security Information -- DSA-5157-1 cifs-utils DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179289 Debian Security Update for cifs-utils (DLA 3009-1)

179349 Debian Security Update for cifs-utils (DSA 5157-1)

182309 Debian Security Update for cifs-utils (CVE-2022-29869)

198816 Ubuntu Security Notification for cifs-utils Vulnerabilities (USN-5459-1)

282665 Fedora Security Update for cifs (FEDORA-2022-34de4f833d)

282666 Fedora Security Update for cifs (FEDORA-2022-7fda04ab5a)

282720 Fedora Security Update for cifs (FEDORA-2022-eb2d3ca94d)

354381 Amazon Linux Security Advisory for cifs-utils : ALAS2022-2022-089

354469 Amazon Linux Security Advisory for cifs-utils : ALAS2022-2022-204

354785 Amazon Linux Security Advisory for cifs-utils : ALAS2-2023-1977

357248 Amazon Linux Security Advisory for cifs-utils : ALAS2023-2024-530

502210 Alpine Linux Security Update for cifs-utils

503880 Alpine Linux Security Update for cifs-utils

671838 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-1883)

671895 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-1923)

671908 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-1960)

671936 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-1990)

671965 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-2127)

671971 EulerOS Security Update for cifs-utils (EulerOS-SA-2022-2152)

710788 Gentoo Linux LinuxCIFS utils Multiple Vulnerabilities (GLSA 202311-05)
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710788 Gentoo Linux LinuxCIFS utils Multiple Vulnerabilities (GLSA 202311-05)

752460 SUSE Enterprise Linux Security Update for cifs-utils (SUSE-SU-2022:2802-1)

752462 SUSE Enterprise Linux Security Update for cifs-utils (SUSE-SU-2022:2801-1)

752657 SUSE Enterprise Linux Security Update for cifs-utils (SUSE-SU-2022:3525-1)

901288 Common Base Linux Mariner (CBL-Mariner) Security Update for cifs-utils (9610)

901530 Common Base Linux Mariner (CBL-Mariner) Security Update for cifs-utils (9588)

902020 Common Base Linux Mariner (CBL-Mariner) Security Update for cifs-utils (9610-1)

902101 Common Base Linux Mariner (CBL-Mariner) Security Update for cifs-utils (9588-1)
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