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CVE-2022-2987/1

MITRE NVD CVE.ORG Print: PDF %5

CVE-2022-29871
PUBLIC

secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback
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Improper access control in the Intel(R) CSME software installer before version 2239.3.7.0 may allow an authenticated user
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Intel Atom X5-e3930 - All All All
Intel Atom X5-e3940 - All All All
Intel Atom X6200fe - All All All
Intel Atom X6211e - All All All
Intel Atom X6212re - All All All
Intel Atom X6214re - All All All
Intel Atom X6413e - All All All
Intel Atom X6414re - All All All
Intel Atom X6416re - All All All
Intel Atom X6425e - All All All
Intel Atom X6425re - All All All
Intel Atom X6427fe - All All All
Intel Atom X7-e3950 - All All All
Intel B150 - All All All
Intel B250 - All All All
Intel B360 - All All All
Intel B365 - All All All


https://cve.report/
https://cve.report/CVE-2022-29871/mitre
https://cve.report/CVE-2022-29871/nist
https://cve.report/CVE-2022-29871/cve_org
https://cve.report/CVE-2022-29871.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x5-e3930
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x5-e3940
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6200fe
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6211e
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6212re
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6214re
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6413e
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6414re
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6416re
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6425e
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6425re
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x6427fe
http://cve.report/vendor/intel
http://cve.report/software/intel/atom_x7-e3950
http://cve.report/vendor/intel
http://cve.report/software/intel/b150
http://cve.report/vendor/intel
http://cve.report/software/intel/b250
http://cve.report/vendor/intel
http://cve.report/software/intel/b360
http://cve.report/vendor/intel
http://cve.report/software/intel/b365

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

B460

B560

B660

C232

C236

C242

C246

C252

G256

C420

C422

Celeron 4205u

Celeron 4305u

Celeron 4305ue

Celeron J1750

Celeron J1800

Celeron J1850

Celeron J1900

Celeron J3060

Celeron J3160

Celeron J3355

Celeron J3355e

Celeron J3455

Celeron J3455e

Celeron J4005

Celeron J4025

Celeron J4105

Celeron J4125

Celeron J6412

Celeron J6413

Celeron N2805

Celeron N2806

Celeron N2807

Celeron N2808

Celeron N2810

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/intel
http://cve.report/software/intel/b460
http://cve.report/vendor/intel
http://cve.report/software/intel/b560
http://cve.report/vendor/intel
http://cve.report/software/intel/b660
http://cve.report/vendor/intel
http://cve.report/software/intel/c232
http://cve.report/vendor/intel
http://cve.report/software/intel/c236
http://cve.report/vendor/intel
http://cve.report/software/intel/c242
http://cve.report/vendor/intel
http://cve.report/software/intel/c246
http://cve.report/vendor/intel
http://cve.report/software/intel/c252
http://cve.report/vendor/intel
http://cve.report/software/intel/c256
http://cve.report/vendor/intel
http://cve.report/software/intel/c420
http://cve.report/vendor/intel
http://cve.report/software/intel/c422
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_4205u
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_4305u
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_4305ue
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1750
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1800
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1850
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j1900
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3060
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3160
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3355e
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3455
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j3455e
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j4005
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j4025
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j4105
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j4125
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j6412
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_j6413
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_n2805
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_n2806
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_n2807
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_n2808
http://cve.report/vendor/intel
http://cve.report/software/intel/celeron_n2810

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Application

Hardware

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Intel

Celeron N2815

Celeron N2820

Celeron N2830

Celeron N2840

Celeron N2910

Celeron N2920

Celeron N2930

Celeron N2940

Celeron N3000

Celeron N3010

Celeron N3050

Celeron N3060

Celeron N3150

Celeron N3160

Celeron N3350

Celeron N3350e

Celeron N3450

Celeron N3520

Celeron N3700

Celeron N4000

Celeron N4020

Celeron N4100

Celeron N4120

Celeron N4500

Celeron N4505

Celeron N5095

Celeron N5100

Celeron N5105

Celeron N6210

Celeron N6211

Cm236

Cm238

Cm246

Converged Security Management Engine Firmware
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Hardware Intel Xeon Silver 4210r - All All All
Hardware Intel Xeon Silver 4210t - All All All
Hardware Intel Xeon Silver 4214 - All All All
Hardware Intel Xeon Silver 4214r - All All All
Hardware Intel Xeon Silver 4214y - All All All
Hardware Intel Xeon Silver 4215 - All All All
Hardware Intel Xeon Silver 4215r - All All All
Hardware Intel Xeon Silver 4216 - All All All
Hardware Intel Xeon W-3175x - All All All
Hardware Intel Xeon W-3223 - All All All
Hardware Intel Xeon W-3225 - All All All
Hardware Intel Xeon W-3235 - All All All
Hardware Intel Xeon W-3245 - All All All
Hardware Intel Xeon W-3245m - All All All
Hardware Intel Xeon W-3265 - All All All
Hardware Intel Xeon W-3265m - All All All
Hardware Intel Xeon W-3275 - All All All
Hardware Intel Xeon W-3275m - All All All
Hardware Intel Z170 - All All All
Hardware Intel 2270 - All All All
Hardware Intel Z370 - All All All
Hardware Intel Z390 - All All All
Hardware Intel 7490 - All All All
Hardware Intel 7590 - All All All
Hardware Intel Z690 - All All All
Reference Source Link Tags
Access Denied MISC www.intel.com

Intel SA-00783 CSME Vulnerabilities in NetApp Products | NetApp Product Security  MISC security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
A 0|

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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