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CVE-2022-29875

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssanmvnncLrriumsuciian  Gertain versions of Biograph Horizon Pet/ct Systems from Siemens
’ contain the following vulnerability:

A vulnerability has been identified in Biograph Horizon PET/CT
Systems (All VJ30 versions < VJ30C-UDO01), MAGNETOM Family
(NUMARIS X: VA12M, VA12S, VA10B, VA20A, VA30A, VA31A),
MAMMOMAT Revelation (All VC20 versions < VC20D), NAEOTOM
Alpha (All VA40 versions < VA40 SP2), SOMATOM X.cite (All versions
< VA30 SP5 or VA40 SP2), SOMATOM X.creed (All versions < VA30 SP5 or VA40 SP2),
SOMATOM go.All (All versions < VA30 SP5 or VA40 SP2), SOMATOM go.Now (All versions
< VA30 SP5 or VA40 SP2), SOMATOM go.Open Pro (All versions < VA30 SP5 or VA40 SP2),
SOMATOM go.Sim (All versions < VA30 SP5 or VA40 SP2), SOMATOM go.Top (All versions
< VA30 SP5 or VA40 SP2), SOMATOM go.Up (All versions < VA30 SP5 or VA40 SP2),
Symbia E/S (All VB22 versions < VB22A-UDO03), Symbia Evo (All VB22 versions < VB22A-
UDO03), Symbia Intevo (All VB22 versions < VB22A-UDO03), Symbia T (All VB22 versions <
VB22A-UDO03), Symbia.net (All VB22 versions < VB22A-UDO03), syngo.via VB10 (All versions),
syngo.via VB20 (All versions), syngo.via VB30 (All versions), syngo.via VB40 (All versions <
VB40B HF06), syngo.via VB50 (All versions), syngo.via VB60 (All versions < VB60B HF02).
The application deserialises untrusted data without sufficient validations that could result in an
arbitrary deserialization. This could allow an unauthenticated attacker to execute code in the
affected system if ports 32912/tcp or 32914/tcp are reachable.

CVE-2022-29875 has been assigned by [ productcert@siemens.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |



https://cve.report/
https://cve.report/CVE-2022-29875/mitre
https://cve.report/CVE-2022-29875/nist
https://cve.report/CVE-2022-29875/cve_org
https://cve.report/CVE-2022-29875.pdf
http://cve.report/software/siemens/biograph_horizon_pet/ct_systems
http://cve.report/vendor/siemens
http://cve.report/cvsscalc.php

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Siemens Healthineers Security Advisories ;> CONFIRM N/A

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Siemens Biograph Horizon Pet/ct Systems - All All All
Operating Siemens Biograph Horizon Pet/ct Systems Firmware All All All All
System

Hardware &= >4 Siemens Magnetom Numaris X - All All All
Operating Siemens Magnetom Numaris X Firmware va10b All All All
System

Operating Siemens Magnetom Numaris X Firmware vai2m All All All
System

Operating Siemens Magnetom Numaris X Firmware val2s All All All
System

Operating Siemens Magnetom Numaris X Firmware va20a All All All
System

Operating Siemens Magnetom Numaris X Firmware va30a All All All
System

Operating Siemens Magnetom Numaris X Firmware va3ia All All All
System

Hardware o 4 Siemens Mammomat Revelation - All All All
Operating Siemens Mammomat Revelation Firmware All All All All
System

Hardware &= = Siemens Naeotom Alpha - All All All
Operating Siemens Naeotom Alpha Firmware va40 - All All


http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.siemens-healthineers.com/support-documentation/cybersecurity/shsa-455016
mailto:%20comment@cve.report
https://device.report/siemens/biograph-horizon-pet-ct-systems
http://cve.report/vendor/siemens
http://cve.report/software/siemens/biograph_horizon_pet/ct_systems
http://cve.report/vendor/siemens
http://cve.report/software/siemens/biograph_horizon_pet/ct_systems_firmware
https://device.report/siemens/magnetom-numaris-x
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/magnetom_numaris_x_firmware
https://device.report/siemens/mammomat-revelation
http://cve.report/vendor/siemens
http://cve.report/software/siemens/mammomat_revelation
http://cve.report/vendor/siemens
http://cve.report/software/siemens/mammomat_revelation_firmware
https://device.report/siemens/naeotom-alpha
http://cve.report/vendor/siemens
http://cve.report/software/siemens/naeotom_alpha
http://cve.report/vendor/siemens
http://cve.report/software/siemens/naeotom_alpha_firmware
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https://device.report/siemens/somatom-go-all
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.all
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.all_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.all_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.all_firmware
https://device.report/siemens/somatom-go-now
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.now
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.now_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.now_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.now_firmware
https://device.report/siemens/somatom-go-open-pro
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.open_pro
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.open_pro_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.open_pro_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.open_pro_firmware
https://device.report/siemens/somatom-go-sim
http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.sim_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.sim_firmware
https://device.report/siemens/somatom-go-up
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.up
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.up_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.up_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_go.up_firmware
https://device.report/siemens/somatom-x-cite
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.cite
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.cite_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.cite_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.cite_firmware

2
Hardware 5= K4

Operating
System

Operating
System

Operating
System

Application

ardwal’e ﬁ 7
ardwal’e ﬁ 7

Operating
System

Operating
System

2
Hardware = K4

Operating
System

2
Hardware 53 “

Operating
System

2
Hardware P14

Operating
System

Application
Application
Application
Application
Application
Application

Application
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Somatom X.creed Firmware

Somatom X.creed Firmware

Somatom X.creed Firmware

Symbia.net

Symbia E

Symbia Evo

Symbia Evo Firmware

Symbia E Firmware

Symbia Intevo

Symbia Intevo Firmware

Symbia S

Symbia S Firmware

Symbia T

Symbia T Firmware

Syngo.via
Syngo.via
Syngo.via
Syngo.via
Syngo.via
Syngo.via

Syngo.via

e_akakk oKLk LKLk,

a_eRuk kK KLk Lk,

cpe:2.3:h:siemens:magnetom_numaris_x:-*: "

cpe:2.3:0:siemens:magnetom_numaris_x_firmware:vai0b

dkkakkakakuk.

akk kLK Lk LKLk,

cpe:2.3:0:siemens:magnetom_numaris_x_firmware:vai2m:*:*:*:*:*:*:*:

cpe:2.3:0:siemens:magnetom_numaris_x_firmware:vai2s

dkakakakakakak.

AnAD iatcinmanc mannnatam niimarie v firmarmraniaDNa kR ok ok ok ok ok,
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.creed
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.creed_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.creed_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/somatom_x.creed_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia.net
https://device.report/siemens/symbia-e
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_e
https://device.report/siemens/symbia-evo
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_evo
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_evo_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_e_firmware
https://device.report/siemens/symbia-intevo
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_intevo
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_intevo_firmware
https://device.report/siemens/symbia-s
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_s
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_s_firmware
https://device.report/siemens/symbia-t
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_t
http://cve.report/vendor/siemens
http://cve.report/software/siemens/symbia_t_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
http://cve.report/vendor/siemens
http://cve.report/software/siemens/syngo.via
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LRk kR ok akuk.

cpe:2.3:0:siemens:magnetom_numaris_x_firmware:va30a:*:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:0:siemens:magnetom_numaris_x_firmware:va31a: :*:*:*:*:*:*:

e_akak kKKK Lk,

cpe:2.3:h:siemens:mammomat_revelation:-:*:**:*:*:*:*:

LKk kK kK kK,

cpe:2.3:0:siemens:mammomat_revelation_firmware:*:*:*:*:*:*:*:*:

e ek ok ok ok ok ok Lk,

cpe:2.3:h:siemens:naeotom_alpha:-*:*:* " *:*:

ok ok ok kK

cpe:2.3:0:siemens:naeotom_alpha_firmware:va40:-:*:*:*:*:*:*:

a_akuk koK ok oKk,

cpe:2.3:h:siemens:somatom_go.all:-:*:*: " "

dkk ok akakakakak.

cpe:2.3:0:siemens:somatom_go.all_firmware:*:*:*:*:**:*:*:

a_akuk kKKK,

cpe:2.3:0:siemens:somatom_go.all_firmware:va30:-:*:*:**:*:*:

ek kKoK kK,

cpe:2.3:0:siemens:somatom_go.all_firmware:vad0:-:*:*:**:*:*:

kKoK ok ok oKk,

cpe:2.3:h:siemens:somatom_go.now:-:*:** " :*:

e_ekakukakukuk.

cpe:2.3:0:siemens:somatom_go.sim_firmware:va30:-:*:*:*:*:*:*:

e_ekakakakakuk.

cpe:2.3:0:siemens:somatom_go.sim_firmware:va40:-:*:*:*:*:*:*:

dkukakakakakakk.

cpe:2.3:0:siemens:somatom_go.up_firmware:*:*:*:*:*:*:*:*:

a_akuk kL kKK,

cpe:2.3:0:siemens:somatom_go.up_firmware:va30:-:*:*:*:

a_akuk kKKK,

cpe:2.3:0:siemens:somatom_go.up_firmware:va40:-:*:*:*:*:*:*:

a_ekuk kKKK Lk,

cpe:2.3:h:siemens:somatom_x.cite:-:*:*:*:*:*:*:*:



a_akukak kKoK,

cpe:2.3:0:siemens:somatom_x.cite_firmware:va30:-:*:*:*:*:*:*:

a_akukok kKoK,

cpe:2.3:0:siemens:somatom_x.cite_firmware:va40:-:*:*:*:*:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:siemens:somatom_x.creed:-:*:*:*:**:*:*:

Lk kR kR Rk k.

cpe:2.3:0:siemens:somatom_x.creed_firmware:*:*:*:*

e ek kKoK kLK,

cpe:2.3:0:siemens:somatom_x.creed_firmware:va30:-:*:*:**:*:*:

Kk kKK kKK,

cpe:2.3:a:siemens:symbia.net:*:

e_akakuk kKKK,

cpe:2.3:h:siemens:symbia_e:-:*:*:** "

e_ekak koK kR k.

cpe:2.3:h:siemens:symbia_evo:-*:* " "

Kk kKKK kK,

cpe:2.3:0:siemens:symbia_evo_firmware:*:*:*:**

Kk kKKK Kk,

cpe:2.3:0:siemens:symbia_e_firmware:*:*:*:*:**:*:*:

e ekakakakakak ok,

cpe:2.3:h:siemens:symbia_intevo:-*:*:**:***:

ARk LK LKL KKK,

cpe:2.3:a:siemens:syngo.via:vb30:™: "

e_akakukokukok.

cpe:2.3:a:siemens:syngo.via:vb40b:-:*:*

e_akakukakukok.

cpe:2.3:a:siemens:syngo.via:vb60b:-:*:*:**
No vendor comments have been submitted for this CVE

Social Mentions
Source Title Posted (UTC)

@CVEreport CVE-2022-29875 : A vulnerability has been identified in Biograph Horizon PET/CT Systems All VJ30  2022-06-01

nAA AA Fe AR



Versions < VJsuL-... TwITter.comyi/wen/status/ I ... (V- Melelvde)

@Inceptus3 New Vulnerability: CVE-2022-29875 #InceptusSecure #UnderOurProtection 2022-06-01
12:19:48
@0_exploit CVE-2022-29875 dlvr.it/SRRKgS 2022-06-01
14:31:03
@® /rinetcve CVE-2022-29875 2022-06-01
11:38:48
« Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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