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Summary

CVE CVE-2022-29945

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-29 20:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description DJI drone devices sold in 2017 through 2022 broadcast unencrypted information about the drone operator's physical location via the AeroScope protocol.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dji Air 2 - All All All

Hardware Dji Air 2s - All All All

Operating System Dji Air 2s Firmware - All All All

Operating System Dji Air 2 Firmware - All All All

Hardware Dji Fhantom 4 Pro - All All All

Hardware Dji Fhantom 4 Pro 2.0 All All All

Operating System Dji Fhantom 4 Pro Firmware - All All All

Hardware Dji Fpv - All All All

Operating System Dji Fpv Firmware - All All All

Hardware Dji Inspire 2 - All All All

Operating System Dji Inspire 2 Firmware - All All All

Hardware Dji Mavic 3 - All All All

Operating System Dji Mavic 3 Firmware - All All All

Hardware Dji Mini 2 - All All All

Operating System Dji Mini 2 Firmware - All All All

Hardware Dji Mini Se - All All All

Operating System Dji Mini Se Firmware - All All All
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Operating System Dji Mini Se Firmware - All All All

Hardware Dji Rc Pro - All All All

Operating System Dji Rc Pro Firmware - All All All

Hardware Dji Zenmuse X5s - All All All

Operating System Dji Zenmuse X5s Firmware - All All All

Hardware Dji Zenmuse X7 - All All All

Operating System Dji Zenmuse X7 Firmware - All All All

References

Reference Source Link Tags

JavaScript is not available. MISC twitter.com

JavaScript is not available. MISC twitter.com

DJI insisted AeroScope signals were encrypted — now it admits they aren’t - The Verge MISC www.theverge.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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