
CVE-2022-30024
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-30024

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-14 14:15:00 UTC

Updated 2022-07-21 01:41:00 UTC

Description A buffer overflow in the httpd daemon on TP-Link TL-WR841N V12 (firmware version 3.16.9) devices allows an authenticated remote attacker to execute arbitrary code via a GET request to the page for the System Tools of the Wi-Fi network. This affects TL-WR841 V12 TL-WR841N(EU)_V12_160624 and TL-WR841 V11 TL-WR841N(EU)_V11_160325 , TL-WR841N_V11_150616 and TL-WR841 V10 TL-WR841N_V10_150310 are also affected.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Tl-wr841 10 All All All

Hardware Tp-link Tl-wr841 11 All All All

Hardware Tp-link Tl-wr841 12 All All All

Hardware Tp-link Tl-wr841n 10 All All All

Hardware Tp-link Tl-wr841n 11 All All All

Hardware Tp-link Tl-wr841n 12 All All All

Hardware Tp-link Tl-wr841neu 11 All All All

Operating System Tp-link Tl-wr841neu Firmware 160325 All All All

Operating System Tp-link Tl-wr841n Firmware 150310 All All All

Operating System Tp-link Tl-wr841n Firmware 150616 All All All

Operating System Tp-link Tl-wr841n Firmware 3.16.9 All All All

Operating System Tp-link Tl-wr841 Firmware - All All All

References

Reference Source Link Tags

tl-wr841.com MISC tl-wr841.com

CVE-2022-30024 > [Description]> TPLink TL-WR841N V12 (firmware version 3.1 - Pastebin.com MISC pastebin.com
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TP-Link Canada - WiFi Networking Equipment for Home & Business MISC tp-link.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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