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A use-after-free in Busybox 1.35-x's awk applet leads to denial of service and possibly code execution when processing a ¢
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14781 — A use-after-free in Busybox's awk applet leads to denial of service and possibly code execution when processing a crafted awk patter
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

355568 Amazon Linux Security Advisory for busybox : ALAS-2023-1786

502444 Alpine Linux Security Update for busybox

502449 Alpine Linux Security Update for busybox

502450 Alpine Linux Security Update for busybox

502451 Alpine Linux Security Update for busybox

502452 Alpine Linux Security Update for busybox

503877 Alpine Linux Security Update for busybox

591257 Siemens SCALANCE SC-600 Family Multiple Vulnerabilities (ICSA-22-349-18, SSA-333517)
672253 EulerOS Security Update for busybox (EulerOS-SA-2022-2643)

672295 EulerOS Security Update for busybox (EulerOS-SA-2022-2675)

672351 EulerOS Security Update for busybox (EulerOS-SA-2022-2755)

672366 EulerOS Security Update for busybox (EulerOS-SA-2022-2720)

752968 SUSE Enterprise Linux Security Update for busybox (SUSE-SU-2022:4309-1)
752992 SUSE Enterprise Linux Security Update for busybox (SUSE-SU-2022:4372-1)
753000 SUSE Enterprise Linux Security Update for busybox (SUSE-SU-2022:4371-1)
902048 Common Base Linux Mariner (CBL-Mariner) Security Update for busybox (9815)

903855 Common Base Linux Mariner (CBL-Mariner) Security Update for busybox (9815-1)
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