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Certain versions of Syska SW100 Smartwatch from Syska Led Lights Pvt Ltd contain the
following vulnerability:

** UNSUPPPORTED WHEN ASSIGNED ** The vulnerability exists in Syska SW100
Smartwatch due to an improper implementation and/or configuration of Nordic Device
Firmware Update (DFU) which is used for performing Over-The-Air (OTA) firmware updates
on the Bluetooth Low Energy (BLE) devices. An unauthenticated attacker could exploit this
vulnerability by setting arbitrary values to handle on the vulnerable device over Bluetooth.
Successful exploitation of this vulnerability could allow the attacker to perform firmware
update, device reboot or data manipulation on the target device.

CVE References

Description Tags Link

Cert-In - Home
Page

www.cert-in.org.in

text/html

 MISC www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2023-
0333

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Software

Vendor Product Version

Syska Led Lights Pvt Ltd Syska_SW100_Smartwatch <= V2

No vendor comments have been submitted for this CVE

CVE-2022-3007 has been assigned by  vdisclose@cert-in.org.in to track the vulnerability

Affected Vendor/Software:  Syska Led Lights Pvt Ltd - Syska SW100 Smartwatch version <= V2
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