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Summary

CVE CVE-2022-30114

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-19 12:15:00 UTC

Updated 2023-09-21 22:15:00 UTC

Description A heap-based buffer overflow in a network service in Fastweb FASTGate MediaAccess FGA2130FWB, firmware version 18.3.n.0482_FW_230_FGA2130, and DGA4131FWB, firmware version up to 18.3.n.0462_FW_261_DGA4131, allows a remote attacker to reboot the device through a crafted HTTP request, causing DoS.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fastweb Fastgate Gpon Fga2130fwb - All All All

Operating System Fastweb Fastgate Gpon Fga2130fwb Firmware All All All All

Hardware Fastweb Fastgate Vdsl2 Dga4131fwb - All All All

Operating System Fastweb Fastgate Vdsl2 Dga4131fwb Firmware All All All All

References

Reference Source Link Tags

Find Scholarships for College for FREE | Fastweb MISC fastweb.com

Fastweb FastGate ‘cmproxy’ buffer overflow (CVE-2022-30114) | Str0ng4le personal website MISC str0ng4le.github.io

MyFastweb - FASTGate MISC www.fastweb.it

fastgate.com MISC fastgate.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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