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Summary

CVE CVE-2022-30126

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-16 17:15:00 UTC

Updated 2022-10-19 13:39:00 UTC

Description In Apache Tika, a regular expression in our StandardsText class, used by the StandardsExtractingContentHandler could lead to a denial of service caused by backtracking on a specially crafted file. This only affects users who are running the StandardsExtractingContentHandler, which is a non-standard handler. This is fixed in 1.28.2 and 2.4.0

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tika All All All All

Application Oracle Primavera Unifier 18.8 All All All

Application Oracle Primavera Unifier 19.12 All All All

Application Oracle Primavera Unifier 20.12 All All All

Application Oracle Primavera Unifier 21.12 All All All

Application Oracle Primavera Unifier All All All All

References

Reference Source Link

CVE-2022-30126 Apache Tika Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

oss-security - CVE-2022-33879: Apache Tika: Incomplete fix and new regex DoS in StandardsExtractingContentHandler MLIST www.openwall.com

N/A CONFIRM lists.apache.org

oss-security - CVE-2022-30973: Apache Tika: Missing fix for CVE-2022-30126 in 1.28.2 MLIST www.openwall.com

oss-security - CVE-2022-30126: Apache Tika Regular Expression Denial of Service in Standards Extractor MLIST www.openwall.com

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was discovered and reported by the CodeQL team members
[@atorralba (Tony Torralba)](https://github.com/atorralba) and [@joefarebrother (Joseph
Farebrother)](https://github.com/joefarebrother).

There are currently no legacy QID mappings associated with this CVE.
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