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Certain versions of Gitlab from Gitlab contain the following
vulnerability:

An information disclosure vulnerability in GitLab CE/EE affecting all
versions starting from 9.3 before 15.2.5, all versions starting from 15.3
before 15.3.4, all versions starting from 15.4 before 15.4.1 allows a
project maintainer to access the DataDog integration API key from
webhook logs.

CVSS3 Score: 4.9 - MEDIUM

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW HIGH NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH NONE NONE

CVE References

Description Tags Link

Not Found gitlab.com

text/html

Inactive Link Not Archived

 MISC gitlab.com/gitlab-org/gitlab/-/issues/360938

2022/CVE-2022-3018.json · master · GitLab.org /
cves · GitLab

gitlab.com

text/html

 CONFIRM gitlab.com/gitlab-org/cves/-
/blob/master/2022/CVE-2022-3018.json

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

CVE-2022-3018 has been assigned by  cve@gitlab.com to track the vulnerability - currently rated as MEDIUM  severity.

Affected Vendor/Software:  GitLab - GitLab version >=15.4, <15.4.1

Affected Vendor/Software:  GitLab - GitLab version >=15.3, <15.3.4

Affected Vendor/Software:  GitLab - GitLab version >=9.3, <15.2.5
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https://cve.report/
https://cve.report/CVE-2022-3018/mitre
https://cve.report/CVE-2022-3018/nist
https://cve.report/CVE-2022-3018/cve_org
https://cve.report/CVE-2022-3018.pdf
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://gitlab.com/gitlab-org/gitlab/-/issues/360938
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-3018.json


would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

690950 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (04422df1-40d8-11ed-9be7-454b1dd82c64)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Gitlab All All All All

Application Gitlab Gitlab All All All All

Discovery Credit

This vulnerability has been discovered internally by the GitLab team

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2022-33641 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:02:14

 @CVEreport CVE-2022-33642 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:02:41

 @CVEreport CVE-2022-33643 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:03:11

 @CVEreport CVE-2022-33650 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:03:53

 @CVEreport CVE-2022-33651 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:04:23

 @CVEreport CVE-2022-33652 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:04:48

 @CVEreport CVE-2022-33653 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:05:16

 @CVEreport CVE-2022-33654 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:05:47

 @CVEreport CVE-2022-33655 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:06:10

 @CVEreport CVE-2022-33656 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:06:35

 @CVEreport CVE-2022-33657 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:07:02

cpe:2.3:a:gitlab:gitlab:*:*:*:*:community:*:*:*:

cpe:2.3:a:gitlab:gitlab:*:*:*:*:enterprise:*:*:*:

mailto:%20comment@cve.report
http://cve.report/qid/690950
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
https://twitter.com/i/web/status/1546993362720489474
https://twitter.com/i/web/status/1546993476935602184
https://twitter.com/i/web/status/1546993603834253320
https://twitter.com/i/web/status/1546993778283651072
https://twitter.com/i/web/status/1546993905236905987
https://twitter.com/i/web/status/1546994011080114181
https://twitter.com/i/web/status/1546994129590276097
https://twitter.com/i/web/status/1546994256723714049
https://twitter.com/i/web/status/1546994354463686657
https://twitter.com/i/web/status/1546994460474703872
https://twitter.com/i/web/status/1546994570629709825


← Previous ID Next ID→

 @CVEreport CVE-2022-33658 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:07:25

 @CVEreport CVE-2022-33659 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:07:38

 @CVEreport CVE-2022-33660 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:08:00

 @CVEreport CVE-2022-33661 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:08:25

 @CVEreport CVE-2022-33662 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:08:48

 @CVEreport CVE-2022-33663 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:09:14

 @CVEreport CVE-2022-33664 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:09:30

 @CVEreport CVE-2022-33665 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:09:48

 @CVEreport CVE-2022-33666 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:10:01

 @CVEreport CVE-2022-33667 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:10:14

 @CVEreport CVE-2022-33668 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:10:40

 @CVEreport CVE-2022-33669 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:10:59

 @CVEreport CVE-2022-33671 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:11:19

 @CVEreport CVE-2022-33672 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:11:42

 @CVEreport CVE-2022-33673 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:12:10

 @CVEreport CVE-2022-33674 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:12:24

 @CVEreport CVE-2022-33675 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:12:39

 @CVEreport CVE-2022-33677 : Azure Site Recovery Elevation of Privilege Vulnerability. This CVE ID is unique
from CVE-2022-3018… twitter.com/i/web/status/1…

2022-07-12
23:13:32

 @CVEreport CVE-2022-3018 : An information disclosure vulnerability in GitLab CE/EE affecting all versions
starting from 9.3 be… twitter.com/i/web/status/1…

2022-10-28
15:04:34

 @0_exploit CVE-2022-3018 dlvr.it/Sbsrrg 2022-10-28
17:25:13

 /r/netcve CVE-2022-3018 2022-10-28
15:38:44

https://twitter.com/i/web/status/1546994668122030080
https://twitter.com/i/web/status/1546994723663056903
https://twitter.com/i/web/status/1546994816973783040
https://twitter.com/i/web/status/1546994918811369472
https://twitter.com/i/web/status/1546995016693796864
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https://twitter.com/i/web/status/1546995195270635523
https://twitter.com/i/web/status/1546995267618177025
https://twitter.com/i/web/status/1546995323205259268
https://twitter.com/i/web/status/1546995378720997376
https://twitter.com/i/web/status/1546995488829984768
https://twitter.com/i/web/status/1546995565497663490
https://twitter.com/i/web/status/1546995650436505600
https://twitter.com/i/web/status/1546995747987623937
https://twitter.com/i/web/status/1546995862353715202
https://twitter.com/i/web/status/1546995922105765888
https://twitter.com/i/web/status/1546995986031153153
https://twitter.com/i/web/status/1546996206357942274
https://twitter.com/i/web/status/1586011045822341125
http://dlvr.it/Sbsrrg
https://www.reddit.com/r/netcve/comments/yfrjvh/cve20223018/
https://cve.report/CVE-2022-3017
https://cve.report/CVE-2022-3019
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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