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CVE CVE-2022-30184

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-15 22:15:00 UTC

Updated 2023-12-20 22:15:00 UTC

Description .NET and Visual Studio Information Disclosure Vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Macos - All All All
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Application Microsoft .net 6.0.0 - All All
Application Microsoft .net Core 3.1 - All All
Application Microsoft Nuget All All All All
Application Microsoft Visual Studio 2019 All All All All
Application Microsoft Visual Studio 2019 8.10 All All All
Application Microsoft Visual Studio 2022 All All All All

Reference Source Link
Security Update Guide - Microsoft Security Response Center MISC portal.msrc.microsoft.cor

[SECURITY] Fedora 35 Update: dotnet3.1-3.1.420-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 36 Update: dotnet3.1-3.1.420-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 35 Update: dotnet3.1-3.1.420-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 36 Update: dotnet3.1-3.1.420-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159901 Oracle Enterprise Linux Security Update for .net core 3.1 security and bugfix update (ELSA-2022-5061)
159905 Oracle Enterprise Linux Security Update for .net 6.0 security and bugfix update (ELSA-2022-5046)
159935 Oracle Enterprise Linux Security Update for .net 6.0 security and bugfix update (ELSA-2022-5050)
240466 Red Hat Update for .net 6.0 (RHSA-2022:5050)

240468 Red Hat Update for .net 6.0 (RHSA-2022:5046)

240471 Red Hat Update for .net core 3.1 (RHSA-2022:5061)

240483 Red Hat Update for .net 6.0 on rhel 7 (RHSA-2022:5047)

240492 Red Hat Update for .net core 3.1 on rhel 7 (RHSA-2022:5062)

282906 Fedora Security Update for dotnet3.1 (FEDORA-2022-cd37732349)

282907 Fedora Security Update for dotnet3.1 (FEDORA-2022-5508547b1e)

502265 Alpine Linux Security Update for dotnet6-build

502543 Alpine Linux Security Update for dotnet6-runtime

504680 Alpine Linux Security Update for dotnet6-build

504691 Alpine Linux Security Update for dotnet6-runtime

91912 Microsoft Visual Studio Security Update for June 2022

91913 Microsoft .NET Security Update for June 2022

960143 Rocky Linux Security Update for .NET (RLSA-2022:5046)

960148 Rocky Linux Security Update for .NET (RLSA-2022:5061)
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