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Description

VE-2022-30187

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2022-30187

PUBLIC

secure@microsoft.com

CVE Program / NVD first with legacy fallback
2022-07-12 23:15:00 UTC

2023-08-08 14:21:00 UTC

Azure Storage Library Information Disclosure Vulnerability

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Product Version Update Edition Language
Azure Storage Blobs All All All All
Azure Storage Blobs All All All All
Azure Storage Blobs All All All All
Azure Storage Queue All All All All
Azure Storage Queue All All All All

Reference Source Link Tags

Security Update Guide - Microsoft Security Response Center MISC msrc.microsoft.com

Security Update Guide - Microsoft Security Response Center MISC portal.msrc.microsoft.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376725 Microsoft Azure Storage Library Information Disclosure Vulnerability Security Update for July 2022
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https://cve.report/CVE-2022-30187/mitre
https://cve.report/CVE-2022-30187/nist
https://cve.report/CVE-2022-30187/cve_org
https://cve.report/api/cve/CVE-2022-30187.json
https://cve.report/CVE-2022-30187.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/azure_storage_blobs
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/azure_storage_blobs
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/azure_storage_blobs
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/azure_storage_queue
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/azure_storage_queue
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30187
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2022-30187
https://www.cve.org/CVERecord?id=CVE-2022-30187
https://nvd.nist.gov/vuln/detail/CVE-2022-30187
http://cve.report/qid/376725
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755885 SUSE Enterprise Linux Security Update for python-azure-core, python-azure-storage-blob (SUSE-SU-2023:2897-1)

91926 Microsoft Azure Storage Library Information Disclosure Vulnerability Security Update for July 2022
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