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Summary

CVE CVE-2022-3019

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 06:15:00 UTC

Updated 2022-09-01 19:57:00 UTC

Description The forgot password token basically just makes us capable of taking over the account of whoever comment in an app that we can see (bruteforcing comment id's might also be an option but I wouldn't count on it, since it would take a long time to find a valid one).

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tooljet Tooljet All All All All

References

Reference Source Link Tags

huntr – Security Bounties for any GitHub repository CONFIRM huntr.dev

fix: hide user data from comments module · ToolJet/ToolJet@45e0d33 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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