
CVE-2022-30264
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-30264

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-16 13:15:00 UTC

Updated 2022-08-17 19:35:00 UTC

Description The Emerson ROC and FloBoss RTU product lines through 2022-05-02 perform insecure filesystem operations. They utilize the ROC protocol (4000/TCP, 5000/TCP) for communications between a master terminal and RTUs. Opcode 203 of this protocol allows a master terminal to transfer files to and from the flash filesystem and carrying out arbitrary file and directory read, write, and delete operations.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Emerson Dl8000 - All All All

Operating System Emerson Dl8000 Firmware All All All All

Hardware Emerson Fb3000 Rtu - All All All

Operating System Emerson Fb3000 Rtu Firmware All All All All

Hardware Emerson Roc800l - All All All

Operating System Emerson Roc800l Firmware All All All All

Hardware Emerson Roc809 - All All All

Operating System Emerson Roc809 Firmware All All All All

Hardware Emerson Roc827 - All All All

Operating System Emerson Roc827 Firmware All All All All

References

Reference Source Link Tags

Blog - Forescout MISC www.forescout.com

Emerson ROC800, ROC800L and DL8000 | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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