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CVE CVE-2022-30292
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-04 23:15:00 UTC
Updated 2023-11-07 03:47:00 UTC
Description Heap-based buffer overflow in sgbaselib.cpp in SQUIRREL 3.2 due to lack of a certain sq_reservestack call.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Application Squirrel-lang Squirrel 3.2 All All All
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[SECURITY] Fedora 36 Update:
[SECURITY] Fedora 36 Update:
[SECURITY] Fedora 36 Update:
[SECURITY] Fedora 36 Update:

[SECURITY] Fedora 35 Update:

GitHub - sprushed/CVE-2022-30292

fix in thread.call - albertodemichelis/squirrel@a6413aa - GitHub

[SECURITY] Fedora 35 Update: supertux-0.6.3-2.fc35 - package-announce - Fedora Mailing-Lists

supertux-0.6.3-4.fc36 - package-announce - Fedora Mailing-Lists
squirrel-2.2.5-25.fc36 - package-announce - Fedora Mailing-Lists

squirrel-2.2.5-25.1c35 - package-announce - Fedora Mailing-Lists

Source

MISC

[SECURITY] Fedora 35 Update: supertux-0.6.3-2.fc35 - package-announce - Fedora Mailing-Lists

FEDORA

MISC

[SECURITY] Fedora 35 Update: squirrel-2.2.5-25.fc35 - package-announce - Fedora Mailing-Lists
squirrel-2.2.5-25.fc36 - package-announce - Fedora Mailing-Lists

supertux-0.6.3-4.fc36 - package-announce - Fedora Mailing-Lists
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Link

github.com
lists.fedoraproject.org
lists.fedoraproject.org
github.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
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https://cve.report/
https://cve.report/CVE-2022-30292/mitre
https://cve.report/CVE-2022-30292/nist
https://cve.report/CVE-2022-30292/cve_org
https://cve.report/api/cve/CVE-2022-30292.json
https://cve.report/CVE-2022-30292.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/squirrel-lang
http://cve.report/software/squirrel-lang/squirrel
https://github.com/albertodemichelis/squirrel/commit/a6413aa690e0bdfef648c68693349a7b878fe60d
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/DMIKSVTKNU5FRCUUNAYMCQLOJA3K3S2I/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DMIKSVTKNU5FRCUUNAYMCQLOJA3K3S2I/
https://github.com/sprushed/CVE-2022-30292
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BV7SJJ44AGAX4ILIVPREIXPJ2GOG3FKV/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M3FQILX7UUEERSDPMZP3MKGTMY2E7ESU/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WBUYGYXDQX3OSAYHP4TCG3JS7PJTIE75/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WBUYGYXDQX3OSAYHP4TCG3JS7PJTIE75/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M3FQILX7UUEERSDPMZP3MKGTMY2E7ESU/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BV7SJJ44AGAX4ILIVPREIXPJ2GOG3FKV/
https://www.cve.org/CVERecord?id=CVE-2022-30292

NV vunigeraviity uetai NV Hvu.instLyouv carll

4“ HQWW ;‘
Ll SHERRRRRHRIAN ]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282690 Fedora Security Update for supertux (FEDORA-2022-88e3257aef)
282706 Fedora Security Update for supertux (FEDORA-2022-509887bd99)
283026 Fedora Security Update for squirrel (FEDORA-2022-e81c0db364)

283027 Fedora Security Update for squirrel (FEDORA-2022-e139f256f6)
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